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Abstract

Personal Networks (PN) are future communication systems
that combine wireless and infrastructure based networks to
provide users a variety of services anywhere and anytime. PNs
introduce new design challenges due to the heterogeneity of the
involved technologies, the need for self-organization, the
dynamics of the system composition, the application-driven
nature, the co-operation with infrastructure-based networks, and
the security hazards. This paper discusses the challenges of
security and QoS provisioning in designing self-organized
personal networks and combines them all into an integrated
architectural framework.

Keywords-Personal Network Architecture, Security, Quality
of Service, Service Discovery
AMS Subject Classification: 68M 10, 90B18

. INTRODUCTION
The future mobile communication system is envisatped

be the convergence of wireless ad hoc networks anlgr

infrastructure based networks to provide the useargety of
services anywhere and anytime. Personal network3 [#4]
as user-centric enablers for future wireless comaations,
start from the user and extend the user’s persmeal network
(PAN) to a global coverage of his personal devieesl
services in his home, car, office etc. as well tieoforeign
networks and services regardless of their geogcaphi
locations. This extension will physically be madaitable via
infrastructure-based networks e.g., the InternetMTS
networks etc., together with mobile ad hoc netwoi&sme
examples of personal devices that may be involvedai

personal network are mobile phones, PDAs, laptopd a |
digital cameras. Each device may have its dedicate

functionalities and may be equipped with one orengireless

access technologies such as UMTS/GPRS networksE IEE,
802.11 WLAN technology, and IEEE 802.15 short range

wireless technologies. The Internet Protocol (BPused as a
common network protocol for all
underlying technologies. The use of IP as a unifietivork
layer provides a generic solution to organizeladl devices of
a person into a self-organized network on top daftarg and
emerging networking technologies.

these heterogeneou
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Furthermore, personal networks are dedicated for
personalized usage, which poses additional emphasis
security and privacy issues. However, most of tievarking
technologies utilized in personal networks are gtdble to
security attacks such as eavesdropping and spo@iecurity
mechanisms need to be taken into serious consioierat
throughout the design. Taking into account thatrgd amount
of personal devices are power constraint mobildcgsy any
proposed security solution must be simple and \Weight
such that it does not create a performance bottlene

In order to realize a self-organized personal ndtwas
characterized above, the following topics requipecsic
attention. First of all, a secure PN architectur¢ha network
layer that is independent of underlying networkhtedogies
needs to be defined. On top of that, PN commurnati
service discovery and provisioning mechanisms colodd
implemented. Finally, QoS needs to be providedv® lip to
customer expectations and to support current artdrefu
multimedia applications. This paper discusses tbhadlenges
in designing self-organized personal networks.
The organization of this paper is as follows. St
esents a detailed description of a personal m&tand its
components. A secure PN architecture is proposaskdon
these descriptions. Sections Il and IV discuss #wedf
organization and security issues of the PN. Sectlodeals
with the QoS aspects of PNs at the MAC layer andimg
protocols and algorithms. Section VI concludesphper and
suggests topics for further research.
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Il.  SECUREPERSONALNETWORKARCHITECTURE

An instance of a personal network is illustratedrigure 1.
We start to introduce the personal network from kissic
element, a personal node. Notice that, in the @éigthe nodes
in blue (or gray in grayscale print) are personades. They
are distributed over different locations, for exdanpstaying
with the person, at home, in a car or at the offithese
personal nodes are equipped with at least one nidtvgo
technology, which makes it possible for them t@iobnnect
with each other or with the Internet. You might inetthat
there are not only personal nodes, but also foreigdes
denoted in black in the figure. Foreign nodes, s name
says, are nodes not belonging to the owner of #rsopal
network and appear to the personal network as goess.
Foreign nodes may belong to other personal netwarksed
by other persons. Being in such an environmentdutodes
belonging to a multitude of PNs, there has to beneso
mechanism for nodes to distinguish others belongintheir
own PN from amongst all the rest. This is necesbacause
we do not want personal nodes from one user to
continuously trying to connect to others of a dif& PN and
failing, yet wasting precious energy in the procéss solve
this problem, we assume the existence of a PN ifdant
calculated randomly over a sufficiently large spa® to
reduce the possibility of collisions. Thereforereléss nodes
sharing a common PN identifier will recognize eather as
personal nodes and know they belong to the same PN.

Furthermore, personal nodes of the same otiagrare in
close vicinity may fornPersonal Clusters by interconnecting
with each other in an ad hoc fashion without intetion of
any foreign nodes. Personal clusters are denotéd ark
circles in Figure 1. Similarly, in contrast to penal clusters,
there are foreign clusters. Foreign clusters asetaf foreign
nodes that may belong to another person sharingaime PN
identifier. Personal clusters are basically a higtdoperative
and self-organized multi-hop ad hoc network of pead
nodes. Personal nodes within a personal cluster hzae
multiple interfaces such as UMTS/GPRS, IEEE 802ahtl
IEEE 802.15 technologies that can be utilized diamdously
cooperating with each other to achieve bandwidtiregation
and load balancing and to minimize the handofineye

In addition, each personal cluster will eledtlaster Node,
which is responsible for the management of thastelu The
roles of the master node are multifold:

First of all, it acts as a security agent to auticate new
nodes that join the cluster, initiate periodic thuskey
updates and generate cluster advertisements. TlseeMa
node is also responsible for trust relationshiptdshment
between different personal clusters and betweesopat
clusters and foreign clusters if they need to comioaie
with each other. Additionally, the master node bideao

Secondly, the master node is responsible for route

management within the personal cluster and exchgngi

route information with master nodes of other clisste

Thirdly, the master node is responsible to colldu

services provided within the personal cluster aresent

them to the outside world such as other persongitels

or even foreign clusters.
Furthermore, personal clusters are not in isolatiogy need
to extend their communication to the outside worlid
gateways. There could be multiple gateways thahecinthe
personal cluster with its outside world using vaso
technologies as depicted in Figure 1. Personatarkisan be
connected to the outside world in two ways. Onevies
infrastructure based networks such as the Intenme:tthe other
is via ad hoc networks involving foreign nodes. iXally,
infrastructure access is preferable if it is aldéa However,
there may be some situations where infrastructocess is not
available or not convenient. In this case, perschaters can
also be extended in an ad hoc fashion. The Intenmétad hoc
networks of foreign nodes are therefore calladrconnecting
structures. And in this way, personal clusters dispersed
different locations are connected and a PN is bskesul.

As illustrated in Figure 1, connections of gersonal cluster
to the infrastructure based networks are enablecbhpecting
to an access point or a base station connectdtetinternet.
Due to the dynamics of personal networks, persoheters
may move from place to place. This requires nodesai
personal network to
mechanisms so that they are reachable while masiognd.
A number of mobility types are identified for pensd
networks including personal mobility, host mobilityetwork
mobility and session mobility. As mobile nodes bezoming
more heterogeneous for specific functionalities azice
equipped with multiple interfaces, mobility managamat a
granularity of per-session, namely session mobilgyhighly
desirable [21]. According to this, Mobile IP is eglied as the
fundamental mobility management solution for pesaton
networks due to its global reachability and releltvIow
handover latency [33]. An additional functionalisyadded to
Mobile IP to enhance the session mobility suppariplersonal
networks [21].

The other extension of personal clusters to theideitworld
is made available via ad hoc networking. Considsitugtion
when several people, with their personal clustetead, come
together and want to exchange information with eattfer.
Their personal clusters that are in close viciciyld form an
extended cluster in an ad hoc fashion. Figure uatilates an
example of several personal clusters forming exdradusters
based on their geographical locations.

A hierarchical sructure is adopted for PN ad hoc
communication in order to improve the scalabilityfdaeduce

evict members on demand and is also responsible fdh€ control packet overhead in ad hoc routing. paesonal

setting the cluster policy which lets devices joithe
cluster know about various cluster parameters the
frequency of cluster advertisements and key upda®s
well as the duration of timers, etc.

clusters belonging to different personal netwonk®matically
form the first level clusters and they are managetheir own
master nodes. A reactive (e.g. AODV [27]), proaztie.qg.
OLSR [9,12,]) or hybrid routing protocol (e.g. ZRE4]) may

at

employ mobility management



be employed for routing within a cluster and comioating

with the master node. On the first level, a mastede is
elected to keep track of the routing informatiorthivi its

personal cluster and is responsible for exchangiogte
information with master nodes of other clusterghia manner,
routing update is only restricted within a locahge; and a
proactive routing protocol, such as OLSR [12], baradopted
for routing inside the personal cluster. At the aset level,
personal clusters belonging to different personetworks,
which are in close vicinity of each other, form extended
cluster. A cluster head can further be electedetdopm route
maintenance within the extended cluster. At thedthével,

extended cluster heads could further exchange toeiting

information with each other. A distance vector mogitscheme
can be adopted to perform routing updates betweastem
nodes and between cluster heads such as specifigd]i Or,
a hierarchical OLSR [12] scheme could be appliedlaily. In

this way, ad hoc routing for personal network comivations
can be well established even though the ad hoconktmight
be large in size.
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Ill.  SERVICE DISCOVERY FRAMEWORK

A personal network consists of several nodes tledt s

organize into clusters. For this self organizative need a
service discovery mechanism to find what is avédéldh the

neighborhood, so we can form clusters as neededseTh

clusters can be seen as services to be discoveed, we
define a client as the node that wants to makenftiaespecific
service and the server as the node that offersstndce. We

consider the case where one or both of them areilenob

wireless devices, connected in an ad-hoc fashiormther
nodes. Note that they are not necessarily patte@tsame PN.
The service discovery architecture for PNs consistaultiple
distinct parts.

First, we distinguish the case where the client sexer
are located in each others vicinity, either in fzene PN, in
separate PNs or not in any PN at all. Here, ttenthvants to

locate the nearest server with the best matchingcee We
can think of services like printers, displays, $@es, email or
file servers, but also nodes belonging to a speBill. We can
use this information to form a PN cluster.

Second, we consider the situation where the cheuwit the
server are part of the same PN. A user of the Phtsaa find
one of his/her own services that could be locatearly but
also in some other place anywhere in the world.

Third, we need a global service discovery, wheredient
in anybody’s PN can find any service. This serwoald be
located in somebody else’s PN, located anywhetieerworld.

The client and server can be connected through some

infrastructure, like the Internet. This can be seen an
extension of the second case.

We will briefly discuss local service discovery apaches
in Section Ill.A. Section I11.B will explain how wapply this
local service discovery in a PN context and how ttan be
used for global service discovery.

A. Local service discovery

For service discovery in computer
protocols have been developed, each with their sinengths
and weaknesses in different areas. We can disshdétween
centralized and distributed solutions. Centralized protocols
use a central node, a directory that stores alices available,
while in a distributed system all nodes keep infation about
a part of the available services.

An example of a centralized protocol is SLP [32hene a
connection to some infrastructure is assumed tgresent
most of the time. All devices communicate with itentral
directory server when they need or announce acserdihe
communication path and thus the nodes in the conation
path towards the directory server will likely beatted more
than the rest of the network. This is undesiralole rhobile
devices in ad-hoc networks that have limited nekwaapacity

and power. Moving ad hoc network nodes make it more

difficult to keep a stable communication path, dese
protocols were not designed for these kinds of ostw
Furthermore the directory server itself might djseqr or get
out of range for some nodes.

A distributed system has some advantages in a enabi
hoc network [15] and can be proactive or reactike.a
proactive system services are announced throughdbasts,
while in a reactive system queries for servicespaopagated
through the network.

Zeroconf [8], e.g. implemented as Apple Bonjour,ais
IETF protocol that enables the discovery of sewioe a local
area network. A usable IP network is automaticaligated
without the need for configuration or special sesydut it is
limited to a single subnet.

A peer to peer (P2P) based solution has the adyaraf
being distributed over a larger number of nodesthe
network. For example, Chord [31] can be used ttridige
objects evenly over a large number of nodes, beiidbation
of a service description can be placed anywherethi
network. It is usually more efficient and robust bave
services and descriptions at least close to edwr.otvhen a

networks several



personal network cluster gets disconnected from
infrastructure, all local services should still &eilable to the
nodes in that cluster. Further a group or clusterodes has to
be established before the system can be used.wiien all
nodes have knowledge about all available servicesetwill
be problems with scalability. The Intentional NamiBystem
(INS) [1,3] solves the scalability problem by segiang sets of
nodes in virtual spaces. Nodes are only awarel gealices in
their virtual space and have to rely on a direcsagver entity
to find services in other virtual spaces.

For service discovery in personal networks, wheeewant
to discover services located nearby, we need w distributed
system, suitable for multi-hop wireless networksttRermore
the system should work as soon as a new node jwittsut
the need to pre-establish a personal cluster. Natodes in
the neighborhood are expected to be members cltine PN,
they may belong to a different personal networkamisome
organization’s network.

1) Bloomfilters
Bloom filters were introduced in [5] as a hash oodi
technique that provides a trade-off between theespaage or
hash size and the time needed to test the memperEhitext
string in a given set of strings. Several strings represented
in one set of bits. A small chance of false possiis allowed,
that is a string is not a member of the given shilenthe
system claims it probably is. A Bloom filter corisiof an
array of w bits, initially all set to 0. A number ob
independent hash functions is used to map a tergso the
Bloom filter. For every string represented by tHedsn filter
b bits are set as specified by the hash functionsfalsde
positive appears when a string is represented tsyabieady
set by one or more of the other strings represeirtethe
Bloom filter.

In the Bloom filter example given in Table 1 sevVera
services are represented. When a user wants ta/etsher a
color printer is one of these services, a hashtiomavill be
used on the string "Color Printer". Suppose thishhianction
returns (0,3,6). This means the color printer i®bpbly
represented in this filter as the bits 0 , 3 aratéall enabled.
When the hash function on the string "Camera" ret\t,4,5)
this signifies that the camera service definitety riot a
member of the set of service in the Bloom filtex bit number
4 is false. As strings are added to the Bloomrfilteore bits in
the filter are set. Also the possibility of overlegpthe bits that
are set for specific services will grow with thenmher of
strings the filter represents.

Table 1: Bloom filter example

0
1

1
1

2
0

3
1

4
0

5
1

6
1

7
0

2) Aprotocol using attenuated Bloom filters
For local service discovery in ad-hoc networks wweppse
to use attenuated Bloom filters [29]. They wereddticed as
a method to optimize the performance of locatiorcmagisms

thespecially when objects to be found are locatedhyeain

attenuated Bloom filter is an array of standardoBidilters of
depthd. Every row in the filter represents objects atffecent

distance, indicated by the number of hops. Evetgaiag link

will have a separate attenuated Bloom filter. Téngbles to
select a link where an object most likely can banfh a
matching link. Periodically broadcast packets ast 20 all
direct neighbors. The packets contain Bloom filtehst
represent the services reachable through the sgpnubde.
Figure 3 shows the actions taken when packetseaivithen a
client wants to find a specific service it will diewhether the
service is available locally. If this is not theseahe client will
send a query packet to any link with a matchingoBidilter.

Unless there is a false positive, the query paciit be

forwarded to a matching service. The destinatiolh send a
response packet back along the path the queritsvéd in

reverse order. When the client receives the regppasket it
can try to use the service.

Advantages of using Bloom filters are the simple
computations and efficiency with space and bandwitdtis a
distributed system, suited for locating serviceshi@ vicinity
that can be used to find and set up clusters. Etild on the
service discovery protocol, refer to [13]

switch (received packet){
case broadcast:
if (new information in packet){
store received attenuated Bloomfilter;
for each (layer){
conbi ne attenuated Bloomfilters fromlinks;

send (broadcast packet);
}
case query:
if (service locally available)
send (response packet);
el se {
for each (link L) {
if (available through L)
send (query packet to L);
store link Q query was received from
}
}

case response:
send (response packet to link Q;
}

Figure 3. Algorithm (Run by Each Node Independgntly

B. Servicediscoveryin PNs

The service discovery system described in the previ
section will be used in PNs as follows: nodes ledan the
same local area will distribute the services theywwk of
between each other. Some nodes with limited ressuncay
only advertise services they offer to nodes in Wnity.
Services available in the network are not storethé@se nodes,
so they do not need to listen to advertisementdhadr nodes.

For this local service discovery mechanism to waoxle
only need to know our direct surrounding neighbdhngre is
no need yet for setting up routes or forming chsstdhe
system can be used to get information about thesad the



neighborhood to form a personal cluster. Anotheriggo find
other clusters, belonging to other persons or orgéions so
we can form an extended cluster, see Section IHeNawill
advertise services they consider to be public tmeibhbors.
As soon as a PN cluster is formed, nodes in thistet can
communicate securely, see section IV, and all sesviare
advertised within the cluster. Two persons can amgk
information or services when they are in each athvginity.
For non public services a mechanism is needed ltwal
discovery and use of those services. There islnetya a need
to go through an infrastructure network that migiot be
available at all times. A personal cluster can aswertise
services available in a user's personal networki baot
necessarily locally, when the user needs it. E.geesonal
cluster can temporarily announce the user’s calesdevice
that is located at home locally to make a new agpwent
with a person in the vicinity.

For locating other clusters belonging to the samsgnal
network or to any other personal network, but notthe
vicinity we will need another mechanism, possidigoabased
on Bloom filters. After a personal cluster has béamed it
will notify a directory server located at home d¢raa Internet
service provider of all services available in thikister.
Anybody trying to find a service in the personatwark will
contact the directory server that will give the dbon the
personal cluster containing the requested sendoebe found.
When the query arrives in the personal clustenilt be
handled as if it was a query for a local service.

V.

Providing security for PN devices is a challengde T
resource constrained nature of many PN devices snitke
impractical to use the majority of the current ségu

PN SECURITY ARCHITECTURE

processing required, the number of messages exetiang
authentication delay, storage space and search time

A. Cluster key

The symmetric group key mentioned above, henceforth
called the cluster key, is used to guard againautnorized
access that can degrade the QoS for PN userstédicluster
traffic is protected using a message authenticatode
derived from the cluster key shared by all clustesmbers.
Once an un-clustered device is recognized as p#nedN, it
receives the cluster key, enabling it to take parsecure
communication. This cluster key is then periodicadifreshed
at an interval that depends on the security legguired and
the need to forcibly evict cluster members.

The aim of our security architecture is to providigrity,
authentication and availability for all clusterffia Devices
append a message authentication Caddculated using the
cluster key, to all traffic they generate. Consetiyeany other
device receiving this traffic can verify that it svgenerated by
another cluster member and not modified in tralmgiany un-
trusted device. Unauthenticated traffic is not farded into
the cluster.

Such a mechanism, while efficient, makes it difficto
identify any malicious behavior from inside the stkr.
Although our design makes it the responsibilitytieé user to
identify such malicious devices, such devices cam b
blacklisted once they are identified

Lastly, as the aim of our security architecture the
dependability of the communication infrastructuned anot
confidentiality, messages are not automatically ngried.
Even though our design does not exclude the optbn
confidentiality, it is difficult to justify confidetiality as a
requirement for all traffic because it uses alreadarce

algorithms which were designed for more powerful€SOUrces. Most applications that require confidétyt

workstations. As a result, often for the sake aisfiility and

efficiency, security is sacrificed. We believe thas

technology advances and devices become more uiigyit
strong security is necessary for a trustworthy esyst The

limited computational and energy resources of mdy

devices indicates that any proposed solution massimple

and lightweight so that it does not create a peréorce

bottleneck of its own. Therefore, symmetric crypaghy is

deemed to be the only feasible option [28, 18].

As energy is the scarcest resource in our systeourisy
mechanisms must be selected based on their
consumption. Additionally, as communication uses libn’'s
share of available power, any overhead arising fribma
transmission of extra bits comes at a significamistc
Consequently our approach
activities in order to conserve energy. We belidvat it is
sufficient for PN devices to demonstrate group mensihip of
a cluster rather than their individual identity.ighmproves

efficiency by using one group key to verify cluster
membership, instead of as many keys as member&en t

cluster which is required by individual authentioat This

pow:

restricts key manageme

already encrypt their traffic end-to-end, so dugtiieg the
same functionality at the lower layers is not ééiid.

B. The System
1) Security Agents

In the context of our security architecture, weimefa new
role for a device, that of a security agent. Ealcister must
have one device functioning as a security agenteler there
is no restriction to any other role that such aickewnay serve.
g[he security agent authenticates new devices girtime
cluster, initiates periodic cluster key updates gmtherates
cluster advertisements. Additionally, it is ableewict short-
term members on demand and sets the cluster pofiigh
Jﬁts other members know about cluster paramet&es the
frequency of cluster advertisements and key updates

In terms of security agent functionality, we defitveo
new types of devices. Some devices have capabiliiie
function as security agents and others do not. Whenh
connected to other devices, a Security Agent Capé&hC)

reduces key management overhead, such as the armbunt ! As the message authentication code increasesitjieab

packet size and thus the energy required for tregssom, it
should not be too large.



device will function as a security agent and isstbansidered
a special form of a cluster that only containslitsgecurity
Agent Incapable (SAI) devices, unable to act asursgc
agents, do not constitute a cluster when alonenaed to join
existing clusters. SAIl devices are less sophigttate.g.
sensors) and typically not useful by themselveseyThre
designed to be used in conjunction with other senatévices
when networked in a cluster.

2) Cluster Discovery
Clustering, the process by which all PN deviceshiwiteach
others transmission range connect to extend aeclustan
integral part of our vision for a PN. Cluster digeoy is done
by listening for cluster advertisements, which geeerated by
the security agents. These advertisements are rfdedaby
other cluster members and thus propagate to theseolgthe
cluster, quite like a ripple on a pond. The pedagiof the
cluster advertisements and the decision on whicimipees
take part in propagating them depends on the clpsiey.
Un-clustered devices periodically wake up to lisfen

transmission range of the security agent (belondmghe
cluster they wish to join). Similarly, for two cligss to merge
together, the two security agents also need to ibemeach
others transmission range. Such a restriction oe th
extensibility of the cluster is not practical. Weowid like
clusters to extend with devices that are within thege of
even peripheral cluster members. Similarly, two stdus
should be able to merge when their periphery opsrénd not
only when the transmission range of the two segwagents
overlaps. To that end, cluster members enable IBEE1X
based port authentication.

Therefore besides authenticated cluster traffie. tiraffic
protected with the cluster key) cluster members alscept
unauthenticated EAP [33] requests which are foredrd the
security agent for authentication. EAP is an exides
protocol that can carry a variety of authenticatioechanisms
like shared keys, digital certificates etc. Preatity, devices
that are not part of a cluster do not accept EAfaests.
However, the mechanism we propose for use has some
important differences with IEEE 802.1X. For instapafter a

such advertisements. When an un-clustered SAIl devicsuccessful authentication the supplicant no longamtains

receives a cluster advertisement from a clusterrgghg to its
own PN, it will attempt to authenticate itself atedjoin that
cluster. Some devices may be left powered up foensbed
periods either purposely or mistakenly by the owsfehe PN.
We do not want such (otherwise idle) devices tondpe
precious energy continuously advertising their exise to
possibly non-existing neighbors. Clusters on theeohand, as
shown by their interconnected state, are more edtiwnature.
Therefore the responsibility of advertising is @don them.

C. Cluster Dynamics

Apart from advertising the existence of a clustemon-
members, cluster advertisement also lets clustembaes
know that their cluster is alive. A cluster thatalkve has a
functioning security agent and can therefore grgwabdding
new members. Conversely, a zombie cluster is oat Hhs
lost its security agent but has a valid cluster. kBgvices
belonging to a zombie cluster can still communicsgeurely
with each other, but the cluster cannot grow sihege is no
security agent to authenticate new members. Zowlbiers
can only be resuscitated by the return and thdtmegcluster
advertisement generated by the original securignag

In the absence of a security agent, as there isneoto
update the cluster key, it will eventually expilé.devices
have not joined new clusters in the meantime thay oo
longer communicate amongst each other. SAI devécder
the orphan state where they wait to join othertehgswhile
SAC devices form their own clusters.

D. Device Authentication

Earlier we stated that devices wishing to joinustdr need
to authenticate with the security agent of thastieu We also
said that members of a cluster only forward auibated
cluster traffic. This implies that for supplicaneuces to
authenticate with a cluster, they need to be withie

any relationship with the authenticator. One cqosece of
this is that authorized EAP traffic does not gootlgh the
authenticator because devices can send further red¢dages
(e.g. EAP logoff) to the security agent themsel&® also
propose an extension which will allow complete tdus to
merge instead of just permitting individual devidesjoin a
cluster. For more details on the security architectrefer to
[17].

V. QOSASPECTS OFPNsS

The ad hoc nature of PN brings many issues anétulifies

for provisioning QoS, needed for real time and Hbzand

applications. The main issues complicating QoS igroring
in PNs are:

e Unpredictable link properties. Interference and signal
fading make the media unpredictable.

e Limited battery life: Mobile devices have limited
resources, so QoS must be power aware and power
efficient.

e Hidden and exposed terminal problem: Nodes may cause
collisions because they do not sense each othenagr
unnecessarily block each other.

¢ Node mobility: The network topology can be dynamic,
changing the links between nodes as they movedroah
of each others transmission range.

¢ Route maintenance: Maintenance of state information is
very difficult. Routes may break during data tramsf
which calls for route recovery.

QoS measures such as available capacity and respiomss

are therefore hard to guarantee. In particular, l#s two

issues show that robust routing protocols are reegslensure
certain levels of QoS. In general, there are theeels of QoS

as depicted in Figure 4.
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Figure 4: Levels of QoS

size and allowing multiple packets to be sent aftemning the
contention.

Other approaches use a more explicit differentiatio
between the traffic classes in different nodes kghanging
information about the rank of their highest pripniacket to
synchronize their scheduling parameters e.g. [1920 out
of band approach is also possible to make fastvatiens for
the high priority traffic, see e.g. [34]. A ceniz&ld approach
is possible as well where some nodes are choseootalinate
access to the channel of the other nodes in their
neighbourhood. This could for instance be donehieyciuster
heads in a PN. A polling scheme like the Point dowtion
Function (PCF) from IEEE 802.11B can then be u2éd [

Best effort does not give guarantees on the performance

measures.Differentiated QoS means that some traffic is

prioritized over other traffic, giving it a stafistpreference,

but no hard guarantegSuaranteed QoS means that resources

B. QoSRouting in PNs
Delivering end-to-end QoS in mobile ad hoc netwoks

are reserved so that certain performance measures antrinsically linked to the underlying routing pomol and

definitely met. In mobile ad hoc networks, due he issues

stated above, guaranteed QoS can not really be\athi it
can, at most, be ‘approximated’ by applying appiaipr
packet handling and resource management at the Mp&
in conjunction with sophisticated routing at théwark layer.

A. QoSat the MAC layer

algorithm. Routing protocols capture the networlatest
information and disseminate it throughout the nekwaevhile
routing algorithms use this information to compagpgropriate
paths. Thus, the goal of QoS routing is to idensifid utilize
paths required to manage and support PN featurels as
distributed multimedia services, mobile users aptivorks,
heterogeneous inter-networking, service guaranieeist-to-

The MAC layer plays an important role in QOS myjiipoint communications, real time applicatioa.

provisioning. For achieving differentiated QoS,opity levels
are assigned to packets from different applicationbis
differentiation is on a hop-by-hop basis, not emgbid. More
stringent Q0S requirements can be met when, intiaddiall
nodes between sender and destination reserve cesofar a
(real-time) traffic flow. Obviously, this is moreomplex and
requires appropriate cooperation with routing & tretwork
layer, see Subsection V.B.

Much work has been done in the areas of QoS rotiting
static networks i.e., the networks with non-varyiogology
[4,23,25] and ad hoc routing [9,14,27]. But QoStirayin ad
hoc networks is a challenging issue due to the gihgn
topology and non-uniform propagation charactemsstiof
wireless transmissions.

The solution of the static QoS routing problem dam
considered as sufficiently solved to be useful iacfice. In

The basic IEEE 802.11 MAC protocol [37] for ad hoc [25] SAMCRA is proposed, an exact QoS routing atyaon

networking is the Distributed Coordination FunctiidbCF).
The DCF uses Carrier Sense Multiple Access withisioh
Avoidance where all nodes sense if the channalles Each
node holds a contention window (CW), from whichaadom
backoff time is taken. After the channel has bedia for a
distributed interframe space (DIFS), the backofheti is
decremented and when it expires, transmission it&atied.
First, a short RTS packet is sent after which a @#agket is
returned by the receiver to reduce the effect efutlell known
hidden terminal problem. When this handshake igesgful,
transmission of the data packet starts. In caseasflision the
CW is doubled and the process repeats itself. THEEI
802.11B standard [37] only provides best efforiveer. Some
proposals have been made to extend the protocblseitvice
differentiation.

The IEEE 802.11E MAC protocol [36] is the standaedi
packet scheduling approach to QoS provisioning drhac

networks. To make the protocol QoS aware, |IEEE BIR.

stations have different queues (access categoi€s) for
packets originating from applications with diffeteservice
requirements. For all ACs different DCF parametettisgs
can be used, for instance a smaller contention avindIFS

for static networks. But the solutions proposedQoiS routing
in static networks are not straightforwardly extetido ad hoc
networks. Most of the QoS algorithms for static warks
assume the availability of precise state informmaftfe.g., the
probability distribution for link delay) besidesettiopology of
the network [25]. In ad hoc networks, the topolamnd the
link parameters e.g., available bandwidth, pactiss letc. are
changing, although, the topology is changing otower time
scale. Moreover, if the topology of an ad hoc neknchanges
too fast, QoS routing may become impossible. Dughto
inherent characteristics of the wireless mediumadh hoc
networks, the available bandwidth is shared betwten
neighboring nodes. Thus, QoS routing in ad hoc oltsvis
heavily dependent on how well the resources areageuh at
the medium access control (MAC) layer. Different BIA
layers have different requirements for successful
transmissions, and a QoS routing protocol develdpeane
type of MAC layer does not generalize to otherslyas

Most of the proposed ad hoc routing protocols can b
classified into reactive or on-demand (e.g. AODV/]j2
proactive or table-driven (e.g. OLSR [9]), and hgb(e.qg.
ZRP [14]) based on the information stored at theéescand the
route discovery mechanism. But all the current iraut



protocols such as AODV [27], OLSR [9] and ZRP [B&tE
best-effort. They are targeted at finding a feasioute from
the source to the destination without consideringrent
network traffic or application requirements.

VI.

This paper proposed a self-organized personal
architecture taking into consideration both QoS aadurity
aspects. Solutions for a secure architecture, aediscovery,

CONCLUSION

There has been some work to develop QOS routingec ity mechanisms and QoS support are presetited.

algorithms and protocols for ad hoc networks [26135].
QoS extensions have been proposed to both on-dearahd
table driven routing protocols [26,11]. Sivakunetral. [30]
have proposed a core-extraction distributed rouditygrithm

(CEDAR) for QoS routing in ad hoc networks. Zhu and
Corson [35] have proposed an on-demand QoS routing,

protocol based on AODV for TDMA-based ad hoc netksor
Since hard QoS, i.e. guaranteed constant bit radedalay, is
difficult to achieve for ad hoc networks, the aifmmany QoS
protocols such as the ticket-based algorithm pregdey Chen
and Nahrstedt [7], and QoS OLSR [11] has been te@ldp

soft QoS or better than best-effort services.

An alternative solution to the problem of QoS rogtis the
AntNet algorithm [6]. In AntNet, the network topajp and
the end-to-end delays for different paths are pred by
probabilistic routing tables. The probabilistic tiog tables are
updated by the mobile agents (control packets) mi#ipg on
the end-to-end delay. The data packets travel
probabilistic routing tables leading to load-balagcor multi-
path routing. Due to the inherent characteristicAmNet, no
additional routing protocols and algorithms are uiszp.
AntNet has been shown to provide load balancing #nd
performs well under heavy traffic conditions [6]urEher
investigation of AntNet [10] shows that AntNet perhs well
for small static networks with sparse topologiest Bhe
performance of the AntNet algorithm for ad hoc reksg is
an open issue and needs further investigation.

There are multiple challenges in developing QoSquas

and algorithms for PNs. The study of areas such as

connectivity of the ad hoc networks, existence afltiple
paths and the stability of paths is critical fovele®ping QoS

routing algorithmsThe development of QoS routing protocols Program (IOP GenCom, QoS for Personal Networks at

for PNs also presents multiple challenges. Algonghsuch as
random walks rather than constrained flooding shda used
for discovering data and optimal paths
infrastructure-based networks [22]. Both table-dnivand on
demand routing protocols have their
disadvantages and cannot be universally appliedalto
networks. Hence, a flexible routing protocol may rieeded.

in the wired

achieving self-organized PN architecture, a mastmte is
introduced for local management of each personsitet and
a hierarchical structure is considered appropriatead hoc
communication of personal networks. For the segurit
architecture we use secure but lightweight mechasis
itable for resource constrained devices and egeel
communication. Our proposal uses pair-wise keyssémure
cluster formation and group keys for securing huitester
communication. The service discovery in personaivaeks is
done by making efficient use of attenuated Blooiters.
Nodes can find services and other nodes or clubnging
to a personal network in the vicinity, in orderimteract with
them and form clusters. Finally, by distinguishibgtween
different access categories, differentiated QoShmamneached
for higher priority traffic. For QoS routing in Femal
Networks, a flexible protocol will be needed thanchandle
the dynamic nature of ad hoc networks.

using

Multiple issues still exist for the different aspe@volved.
As PNs
heterogeneity of the involved technologies, thedntee self-
organization, the dynamics of the system compasitihe
application-driven nature, the co-operation witfrastructure-
based networks, and the security hazards, much nesls to
be done before we can claim that the problem ofgdesy
QoS-aware Personal Networks is sufficiently solved.
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