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Abstract. We present a compositional method for deriving control tramsts
on a network of interconnected, partially observable andigly controllable
plant components. The constraint derivation method warksnjunction with an
antichain—based, symbolic algorithm for computing wetkésitegies in safety
games of imperfect information. We demonstrate how thertiecie allows a re-
active controller to be synthesized in an incremental marexloiting locality
and independence in the problem specification.

1 Introduction

Control Synthesis [23] is the idea of automatically synikieg a controller for enforc-
ing some desired behaviour in a plant. This problem can besglgrlogically as follows.
Given a plant descriptio® and a desired property, construct a controllef’ such that
P||C E ¢. Control synthesis is a close cousin of the model checkioblpm. Where
model checking is about establishing whether or not a mag®iarts a given property,
control synthesis is about generating a model on which thpesty will hold.

The main difficulty that any effective procedure for conligolsynthesis must face
is that the uncontrolled state space generated by the ptaatigtion is typically large.
This is mainly due to concurrency in the model, which is a @n$sue also in model
checking. However, for synthesis the problem is amplifiedviay additional, compli-
cating factors. First, we typically see a higher degree af—ueterminism because a
priori no control constraints are given. Second, it is offem case that the state of the
plant P is only partially observable for the controllél. Resolving this may incur an-
other exponential blowup. On instances, this blowup mayveédad by using smart,
symbolic methods [26].

Contribution In this paper we focus on the compositional synthesis of etikeacon-
troller under the assumption of partial observability. @ain contributions are a com-
positional framework for describing control synthesishjemns as a network of inter-
connected, partially controllable, partially observatlient components, and a compo-
sitional method for synthesizing safety controllers owertsa plant model.

We believe there are at least two novel aspects to our appréast, there is the
combination of imperfect information with compositiontgliln particular, we make
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sure that context assumptions take into account partigrebbility of the components.
Second, our framework ensures context assumptions gipahét in the direction of
control constraints as the scope widens. In this way we at@gbme extent, unrealistic
assumptions, and generally obtain a less permissive doiNeke that the size of the
context assumptions is an important factor [19] in the efficy of assume—guarantee
based methods.

This work is complementary to our work in [13]. The game sodvalgorithm we
present there is designed to be applied in a compositiottaigdt is an efficient coun-
terexample driven algorithm for computing sparse contegtimptions. As such, it is
especially suitable for the higher levels in the compositi@rarchy where abstraction
is often possible (and useful). However, its succesfuliapfibn hinges on the fact that
control constraints local to any of the considered subcamapts should already be in-
corporated into the game board. Here we show how this cantbevat by proceeding
compositionally.

Related Work Synthesis of reactive systems was first considered by CHué3who
suggested the problem of finding a set of restricted recuesiivalences mapping an
input signal to an output signal satisfying a given requigatj25]. The classical solu-
tions to Church’s Problem [4,22] in principle solve the $\gtis problem for omega—
regular specifications. Since then, much of the subsequmktivas focussed on extend-
ing these results to richer classes of properties and sgstemd on making synthesis
more scalable.

Pioneering work on synthesis ofosedreactive systems [18, 11] uses a reduction
to the satisfiability of a temporal logic formula. That it i@ possible to synthesize
openreactive systems is shown [20, 21] using a reduction to ttifisdility of a CTL*
formula, where path operators force alternation betweersyistem and the environ-
ment. Around the same time, another branch of work [23, 16kitters the synthesis
problem specifically in the context of control of discreteevsystems, this introduces
many important control theoretical concepts, suchlaservability controllability, and
the notion of acontrol hierarchy

More recently several contributions have widened the sodplee field and at the
same time addressed several scalabilty issues. Symbdiids already proven suc-
cesful in a verification setting, can be applied also for Bgats [2]. Symbolic tech-
niques also enable synthesis for hybrid systems which purate continuous as well
as discrete behaviour [1]. Controller synthesis undeiglanformation can be done by
a reduction to the emptyness of an alternating tree autonjafj. This method is very
general and works in branching and linear settings. Howeeatability issues remain
as the authors note that most of the combinatorial compléxishifted to the empty-
ness check for the alternating tree automaton. In [14] a asitipnal synthesis method
is presented that reduces the synthesis problem to the apgsyf a non—deterministic
Biichi tree automaton. For the specific case of hard realgirmeems the full expressive
power of omega regular languages may not be necessary ifid8,abounded response
requirement can be expressed as a safety property.

Even the earliest solutions to Church’s problem, esséntralolve solving a game
between the environment and the control [24]. As such tiseeieed to study the (sym-



bolic) representation and manipulation of games and sgfiegas first class citizens. In
[7] a symbolic algorithm for games with imperfect infornaatiis developed based on
fixed point iteration over antichains. In [5] there are effittion—the—fly algorithms for
solving games of imperfect information.

Compositionality adds another dimension to the syntheasislpm: in order to ob-
tain more scalable solutions it is desirable to solve thetmgis problem in an incre-
mental manner, treating first subproblems in isolation Eeeéombining their results. In
general this requires a form of assume—guarantee reasditirge exists an important
line of related work that addresses such issues.

One such recent development that aims to deal with compdrasetd designs are
interface automata [12]. This work introducieserfacesas the weakest behavioural
assumptions/guarantees between components. A synclsdpidirectional interface
model is presented in [6]. Our component model is similatrdiffers on the in—/output
partition of the variables to be able to handle partially evlgable systems. Besides
providing a clean theory of important software engineedngcepts likeancremental
designandindependent implementabiljtinterfaces also have nice algorithmic prop-
erties allowing for instance automated refinement and ctibililg checking. Several
algorithms for interface synthesis are discussed in [3].

Authors in [9] describe a co—synthesis method based on &ssyumarantee rea-
soning. Their solution is interesting in that it addresses—+zero—sum games where
processes compete, but not at all cost. In [8] the same authgriore ways in which
to compute evironment assumptions for specifications inmglliveness properties, re-
moval of unsafe transitions constitutes a pre—process$am dlote that, for a liveness
property, in general, there does not exist a unique weakssingtion on the context,
so this is a non—trivial problem.

Structure The rest of the paper is structured as follows. In Section Duikl up a
game—theoretic, semantical framework for control syrnthgmblems. We also present
our running example used to illustrate all the definitiomsSkection 3 we propose a
sound and complete compositional method for control sysish&Ve demonstrate the
method on the running example. In Section 4 we conclude watlnamary of the con-
tribution, and perspectives on future work.

2 Compositional Framework

In this section we give a formal semantics for our centragobpf interest, which is the
plant under contrglor PuC. First we give an example.

A Motivating Example We consider theparcel plantillustrated in Figure 1. This
fictive plant consists of éeederand twostampsconnected together with a conveyor
belt. A parcel is fed onto the belt by the feeder. The beltdpants the parcel over to
stamp 1 which prints a tracking code. The belt then transpbe parcel over to stamp
2 which stamps the shipping company'’s logo. Next to thetitat®n in Figure 1 we list
all the propositionswe used to model this particular example. For each projositie
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Fig. 1. A modular parcel stamping plant. (top left) The legend (tight) shows all the proposi-
tions we used to model this example. The decomposition tstrei¢bottom) shows the compo-
nents we identified in the model and their interconnectiontgrms of input and output proposi-
tions.

indicate whether it is a control output/input, and whethenat it holds for the current
state of the plant as it is shown in the picture. We specifytdleaviour of the three
components in the parcel stamp using Kripke structurestbvese atomic propositions
in Figure 2.

Definition 1 (Kripke Structures) We letX be a background set pfopositionsFor a
given (finite) subse’ C X of propositions we defing[X] = 2 as the set o§tates
orvaluationsover X . We define shorthanl = S[X]. A Kripke structures a tupled =
(L, X,~, 6, L), consisting of a set dbcationsL, a finite set ofelevant propositions
X C X, apropositional labelingy : L — S[X], atransition relationsd C L x L, and a
set ofinitial locations L** C L. For any two Kripke structured;, A, thecomposition
Ao = AlHAQ is defined withL {5 = {(fl,fg) € L1 xLo | 71(61)0X2 = 72(62)0)(1},
X12 = X7 U X, forall (€1,€2) € Lo it h0|d5712(€1,€2) = 71([1) U ’}/2(@2), for all
(61,62), (6/176/2) € Lo it holds (61,62)512(6/1,6/2) iff 61516/1 and€252€’2, and, for the
initial locations, it holdsLi%t = (LMt x Linity 0 5. Note thatL;, contains all the
pairs of locations in the Kripke structures that ammsistentmeaning that they agree
on the truth of alkhared proposition; N Xs. <

We note that, in our notation, we use a horizontal bar to detfte negation of
a proposition letter, i.ed; should be read asot a; which, in turn, is interpreted as
stamp number 1 has not activated its stamping axext, we note that the models for
the stamps contain deadlock locations. We use this to enacadéety propertyinto
the model. The safety property here simply says that thepstaostactivate whenever
there is a parcel present on the belt, otherwise the systérdeaidlock.
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Fig. 2. Kripke structures modeling the feeder (left), stamp 1 (eBnand stamp 2 (right).

Game Semantics We now turn to assigning a game semantics to the type of plant
models we have just introduced. We start with some prerégsis

Definition 2 (Strategy) A strategyf : S* — 2° is a function mappindistoriesof
states to the sets of allowed successor states. f¥itlve denote the strategy that maps
all histories taS. A traceo = s¢...s, € ST isconsistenwith fiffforall 0 <i <n
it holds f(sg . ..si—1) > s;. With Reach(f) we denote the set of traces consistent with
f. We require strategies to Ipeefix—closedneaning thaff (¢) # @ ando # € implies
o € Reach(f). A strategyf is safeiff for all ¢ € Reach(f) it holds f (o) # @. With
Safe we denote the set of all safe strategies. <

Any given Kripke structure can be viewed as a strategy byidenisg the restriction
that the Kripke structure places on the next state given igtery of states that came
before.

Definition 3 (Regular Strategies) To a given Krikpke structurd, we assign the strat-
egy[A] : S* — 29 such that for the empty traesit holdss € [A](e) iff there exists
an initial location/, € L%t such that/, is consistent withs, and for a given history
o =35p...5, € Stitholdss’ € [A](o) iff there exists a computatiofy ... ¢, in
the Kripke structure such thég € L}, each locatior; for i < n is consistent with
s;, ands’ is consistent with/,, 1. A strategyf € F is regular iff there exists a finite
Kripke structureA such thatf = [A]. <

It is often important that Kripke structures are input eeabfor a subset of the
propositionsX! C X as is the case for the Kripke structures we defined for thegparc
stamp. In practice this is easy to enforce using some syo@iteria on the specifica-
tion. On a semantic level we prefer to abstract from the paldr way the strategy is
represented. For this reason we introduce the notigreohissibility



Definition 4 (Permissibility) For a given set of proposition¥ C X we define the
indistinguishability relation~ x C S x S such that ~x s iff sN X = s'N X, we lift
~x totracesof statess = s1...s, € S*ando’ = s} ...s], € §* such thav ~x o’
iff n =m andforall0 < i < nitholdss; ~x s.. A signatureis a pair[ X! — X°|
such thatY® Cfinite x andXx° Cfirite ¥ we letX'® = X' U X°. A strategyf € F is
permissiblefor a signaturd X' — X°] iff for all 0,0’ € S* such thatr ~xi. o’ and
all s, s’ € S such thats ~x. s’ we haves € f(o) iff s € f(o/). With F[X! — X°]
we denote the set of strategies that are permissiblgfor» X°]. <

Note that, for any Kripke structure, it holdd] € F[X4 — X4]. To illustrate, we
can now formalize a suitable notioniofput enabledned®r Kripke structures in terms
of permissibility. We say thad is input enabledor a subset of the relevant propositions
Xic X4 iff [[A]] Ef[Xi — X4 \Xl]

Definition 5 (Lattice of Strategies) We fix a partial ordei= on the set of strategies
such thatf C f’iff forall o € S*itholds f(c) C f'(o) we sayf’ is more permissive
or weakerthan f. The set of strategies ordered by permissiveness forms @letam
lattice. Thejoin of a set of strategies' C F is denotedJF’ and is defined ag € F
such that for alb € S* it holds f(0) = Upcr f'(0). Themeetis denoted1F and is
defined dually. <

We have now all the prerequisites to introduce the concepptdnt under control
or PuC. A PuC is a semantic object that encodes the behaviausystem of interact-
ing plant components. In addition it also specifies a set afrablocalities which are
selected subsets of plant components that are of spe@atgttecause of their control
dependencies. For each such control locality the PuC esamigext assumptions and
control constraints. Later we will show how these assummgtiand constraints can be
automatically derived by solving games.

Definition 6 (Plant under Control) A plant under control (PuC)V is a tuple

M = (P7 {fpa [X;) - X;]}pEP7Ca {gK7hK}KEC)

Consisting of a finite set gblant component$, for each plant componempt € P
the PuC represents tltemponent behavious the strategy, € ]-"[Xzi, — X7]. We
require for allp;, p, € P such thap, # pyitholds X, NX) = X2 NXy = &
The PuC has a selected setamntrol localitiesC C 2 such thatP € C. For a
given control localityk” € C we defineXj, = Upex X}, andXy = Upex X5, and
fx = Myek f». We define theontrol signaturd X! — X <] such that ! = X\ Xi,
andX< = X, \ X%. For each control localit)X € C, the PuC represents the current
context assumptiores the strategyx € F[X§ \ Xk — X \ X%], and the current
control constraintss the strategl € F[X5 N X — Xi N X< <

In this definition we are assuming a set of interacting plamgonents that com-
municate to each other and to the controller by means of sigriature of input/output
propositions. If a proposition is both input and output te #ame component we say
it is internalto the plant component. The definition ensures that no otlaat pompo-
nent may synchronize on such an internal proposition. Wenasshat all non—internal



propositions that are not used for synchronization amoagtgomponents are control
propositions (open plant output propositions are contiput propositions, and open
plant input propositions are control output propositions)

Note that we are assumingg@venset of control localities. This information should
be added to an existing componentized model of the plartiteEihanually or by look-
ing for interesting clusters of plant components that haraesmutual dependencies.
Such an automatic clustering approach has already beestigated for compostinal
verification in [19].

Example 1 (Parcel Stamp)We define a PuQ/,,,c.1 for the parcel stamp example.
We first fix the plant component8,,,cei = {feedy, stamp,,stamp,}. Their signa-
tures arEXfc':eedo = {pOaSO}’ Xgeedg =4, qunampl = {pl’sl}’ Xsi'tampl = {p()val}*
XSamp, = {P2,52}, Xitamp, = {P1,22,D2}, Note that we make, an internal vari-
able ofstamp, since it is not input to any other component, in this way theta sig-
nature becomeX ¢ = {sg,s1,s0} and X = {ay,ap}. The component behaviour is
given by the Kripke structures in Figure Zecq, = [Ateed, ], @Ndfstamp, = [Astamp, |,
and fstamp, = [Astamp,]- We define the control localities

Charcel = {{feedo }, {stamp, }, {stamp, },
{feedy, stamp, }, {stamp,, stamp, },
{feedy, stamp, , stamp, } }

The context assumptiong; and control guaranteés, for each localityK € C' are
initially set to the vacuous strategyc = hx = fr. <

Global Control Constraints For a given PuQ\// we are interested in computing the
weakest global control constrainiisa such thatfp M ilp € Safe. In principle this
can be done by viewing the PuC as a safety game of imperfeahiration where the
safety player may, at each turn, observe the value of theaanput propositions and
determine the value of the control output propositionshis tvay we obtain a game
graph that can be solved using conventional game solvingyigdgns. The result will
be the weakest strate@ys for the safety player.

Definition 7 (Weakest Safe Global Strategy)For a given PuQ/ we define theveak-
est safe global control constraints- as follows

hp = U{h € FIX — X] | fp 1 h € Safe}
i.e. the weakest global control strategy that is sufficierkdep the system safe. <

Computingizp directly by solving the global safety game does not scalg weill
to larger systems. For this reason we want to proceed cotigoaaly and start with
smaller control localitiedC € C such thatX’ c P before treating the plan® € C
as a whole. As it turns out solving the local safety game olrerdontrol signature
(X9 NX — Xi N Xe]will yield control constraints that are too strong in thesen
that not every possible safe control solutiop € F[X — X ] on the global level
will be preserved. In Example 2 we illustrate this phenonmeno
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Fig. 3. Partial game tree foAstamp,, Where the safety player is restricted to use the control
signaturg/ X g; amp, N NnXxe — Xsmmp1 Xl =[{s1} — {ar}]

Example 2 (Overrestrictive Control) In Figure 3 we show a partial unravelling of the
game board.mp, into agame tree The nodes in the game tree are partitioned into
nodes for thesafety playeishown as solid boxes and nodes for thachability player
shown as dotted boxes. The nodes for the safety player aotatad with the&knowledge
or information setthat the safety player has given the observation historg. Addes
for the reachability player are labeled with tfegcing setswhich are all locations to
which there exists a trace that is consistent with the olasienvhistoryandthe control
output as chosen by the safety player. From a forcing seteiehability player fixes
the control input by choosing one of the locations in the iftgcset. Note that the
subset construction does not show the concrete successtiplus. Rather it shows the
resulting information set for the safety player, which is #imallest set of locations that
are consistent with the input/output that has been exclthnge

As can be seen the safety player is forced, after 1 iteraticalyways play;. Mean-
ing that, she islwaysactivating the stamp. She cannot, based on her observatiens
termine for sure whether or not there is a parcel present Rotvever, if we would
have taken also the feeder componéntq, into account, it would have been possible
for the safety player to deduce this information based oséimsor in the feeder. So the
strategy fordgamp, that we got from solving this game does not respect the giydioe
Afeed, || Astamp, Which activates only if the optical sensor in the feederiggered. <

3 Compositional Synthesis Method

Our solution approach to the problems sketched in the pue\gection is based on an
over approximation of the allowable behaviour followed Ioyusnder approximation of
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the denyable behaviour. The soundness of our approachoresie notion ottonser-
vativity.

Definition 8 (Conservative Systems)A PuC isconservatively constraineiff for all

K € C both the local assumptiong; and the local constraintsy, areconservative
meaning thatfp M ﬁp C gx and fp M ﬁp C hg, i.e.: both the local assumptions
and the local constraints allow all the behaviour that wdaddallowed by the weakest
safe global control constraints. A system that is not coraely constrained isver
constrained <

For a conservatively constrained PuC we may always takeaictount the existing
control constraints and context assumptions while comgutiew control constraint
or context assumptions. This unlocks possibilities thimwed more efficient symbolic
game solving. For larger systems there may exist contrallities that need highly
non-—trivial context assumptions which require a lot of camagion time and storage
space. This problem is sometimes referred to as the proli@ssomption explosion

To prevent this we rely on two mechanisms. The first is the tta&t the signature
for the context assumptiong; tends to the signature for the control constraintsas
K approache#. Note that, at the highest level of compositidh, the signatures for
the control constraints and the context assumptions atgndihis means that context
assumptions become more and more like control constrasnigegprogress upward in
the decomposition hierarchty. The second mechanism we rely on is a synergistic rela-
tion between context assumptions and control constramggrticular, for conservative
systems, it is possible while computing weakest contextrapsions for a control local-
ity K € C to take into account the conservative control constraifitsl dower control



localities K’ C K that have been previously computed. We refer to thisud®rdinate
control.

Definition 9 (Conservative Local Context Assumptions)For a given PuQ/ and con-
trol locality K € C we define thesubordinate localitied( |= {K’' € C | K/ C K},
and thesubordinate controh x| = Mgk hi . Now WeakestContexty (M) = M’
such that

Ik = Ul € FIXZ\ Xic — Xje \ XR] | (fx Mhx)) Mg’ € Safe}
andM' is equal toM otherwise. <

Lemma 1 (WeakestContext) The operatioWeakestContextx (-) on PuCs preserves
conservativity. 4

Proof SketchWe definejx = M{g € F[X§ \ Xk — Xi \ X%] | (fp Mhp) C g}.
For this context assumption we can prove that it is conseesand safe in the sense
that(fx Mhxy) M gx € Safe, it follows, by Definition 9, thatjx C ¢}, hencey), is
also conservative. O

Example 3 (Computing Conservative Local Context Assumptios) In Figure 4 we
show a partial unravelling of the game boatd.....,, into a game tree, this time for the
control SignaturéXStampl \X:itampl - Xsi'tampl \X:-)tampl] = [{Sla pl} - {alv pO}]'

When we solve this game and determine the weakest safegstnate obtain the
strategy which, in modal logic notation, can be defined aevd: po — Oaq, i.e.:
when there is a parcel in the feeder the stamystactivate in the next state. This
regular strategy is shown in Figure 5 (left) encoded as ak€rgiructure.

Note however, that this strategy relies on observatioppfvhich is not in the
control signature. This means that this strategy encodessumptioron the context,
rather than guaranteeon the control. Assumptions may or may not be realizable de-
pending on the rest of the plant. In this example, for thigipalar constraint, a control
is realizable because the feeder component indeed provgdesth an observatios,
that allows the control to derive the statuspgfby causality. <

To fully exploit the synergistic relationship between aatitassumptions and con-
trol constraints we need to obtain also control constraintz local level. So far we have
shown (in Example 3) how local context assumptions can bected, at the same time
we have shown (in Example 2) that the direct approach to ctingplocal control guar-
antees breaks down because it may yield constraints thabaoenservative. However,
as it turns out, it is possible to approximate conservatiarol constraints based on
conservative context assumptions. Intuitively, this iselbyunder approximatinghe
denyable behaviour.

Definition 10 (Conservative Local Control) For a given Pu@/ and a control locality
K € C we defineStrongestControl i (M) = M’ such that

e =T{h € FIX3NXT - XL N X | (fx Mhgy)Ngx Ch'}

andM' is equal toM otherwise. N

10
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Lemma 2 (StrongestControl) The operatiorbtrongestControl (-) on PuCs preserves
conservativity. 4

Proof By conservativity ofM it holds fp M hp C (fxk Mhg) N gk . By Definition 10
it holds (fx Mhx) Mg C hy. Itfollows fp M hp C . 0

Example 4 (Computing Strongest Local Control) We can effectively compute an ap-
proximate local control strategy by exploiting a naturahlity that exists betweeal-
low strategiesand deny strategiesWhere allow strategies determine what is the set
of allowed control outputs based on the observation history, denyesfies work by
mapping an observation history to the sedehiedcontrol outputs, which is just the
complement of the allowed set. We can exploit this dualityause theveakest conser-
vative deny strategig thestrongest conservative allow strategy

The construction that turns atlow gameinto adeny gamés then done as follows.
First we turn all the control outputs , a; € X into control inputszy, as € X<’ and
replace them with a fresh set dény outputs,,, vy, -+ € X' We add one special
control outputr € X" which is calledrestrict The rules of the game are as follows:
if the safety player plays the next state iaot restricted And the plant in its idealized
context progresses normally. If the safety player playsstrict, we require that, in the
next stateat least one of the deny outputs, , v,,, . . . differs from the original control
outputsay, as ... as chosen by the plant in its idealized contéxthis way the safety
player is forced to be conservative in the restriction theg puts since she can only
deny some sequence of control outputs whenever she is atrthéhidealized context
will never allow this sequence.

We may construct the game board for this deny game by takimgdmposition of
the Kripke structures for the plant, the context strategy, the rule that forces at least
one of the deny outputs to be distinct from the control ousuthosen by the plantin its

11
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idealized context. Fastamp, this is Agtamp, || Acontext, || Adeny, - A partial unraveling

of the resulting game tree over this product game is showigaré 6. When we work
this out further we quickly see that, in this game, the safgtyyer is always forced
to playt. This means she cannot put any restriction on the contrglutsit Which, in
turn, means that the resulting control strategy (afterqutijg outr, and projecting the
temporaryv,, back toa;) will be f+, i.e.: we cannot put any control constraints using
the control signature for this locality. <

Compositional Controller Synthesis Algorithm We have now established all pre-
requisites to present Compositional Controller Synthéggorithm 1 (cocog. The

Algorithm 1: cocos(Compositional Control Synthesis)

Data: APUCM = (P, {fp, [ X} — X3]}pepr, C, {9k, hi }xec) such that for all
K e Citholdsgy = hx = fr
Result A maximally permissive, safe control strategy for the gigystem of plant
components.
Visited «— @
while P ¢ Visited do
select someX € C such thatK' ¢ Visited and K| C Visited
M « StrongestControl ; (WeakestContextx (M))
Visited «— Visited U { K}

return hp

g A~ W N PP

(2]
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algorithm starts with a Pu@/ that is initially unconstrained, that is: the context as-
sumptions and control constraints for each control logalie vacuous. The algorithm
then works by making a single bottom—up pass over the cootalities. It will start at
the lowest localities (for whicli| = @) progressing up to the highest control locality
P. For each locality the weakest local context assumptioascamputed (simplified
using the subordinate control constraints) and subselyudr@ strongest local con-
trol constraints are computed (based on the weakest looalat@ssumptions and the
subordinate control constraints). The while loop termgsathen the highest control
locality P € C has been visited. At this point it holds = izp.

Theorem 3 (Correctness)Algorithm 1 always terminates, and after termination it wil
h0|d(fp|_|hp) = (fpl_lhp). <

Proof Completeness follows from the fact that there are only agfinitmber of control
localities. Soundness follows from Lemmas 1 and 2, and tbetfet for the highest
control locality P the signatures of the weakest context assumptions, thegetsbcon-
trol constraints and the global control constraiﬁnﬁscoincide. O

Example 5 (Compositional Controller Synthesis)In Figure 7 we show howocos
treats the PuQ/,,.co1 as defined in Example 1. The plant components are shown as
gray boxes connected by horizontal arrows denoting theesiad plant propositions.
The control localities are shown as white boxes connectélget@lant components by
vertical arrows denoting the control propositions. Eachtiad locality is labeled with

the weakest local context assumptions and the strongesit doatrol constraints in
modal logic notation. Since the algorithm performs a singtEtom—up pass over the
control localities this picture represents the entire run.

For locality {feedy} we get two vacuous strategies. The reason is that the feeder
plant component does not contain any deadlocks. As sucledsieo assumptions or
control constraints to function safely. Control local{stamp, } has been treated more
extensively as the running example in the previous sectibrequires a single context

’ {feed), stamp, stamp}, (T |so — Qai As; — Qaq) ‘

1 ]

50 ’ {stamp, stamp}, (po — Qa1 As1 — Qas | s1 — Qag) ‘
‘al ‘sl
’ {feed), stamp}, (so — Qa1 | so — Qa1) ‘ ap S2
| | |
| teeay (71T | [(stame) o= Oaii )| [tstama), o On [ T)|

‘ fec‘ed) }&) l stamp ‘ }% l stamp ‘ P2

Fig. 7. PuC, Legend(weakest local context assumptigrstrongest local control guarantg¢es
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assumption saying that the arm will activate when there areqd queuing in the feeder.
As we have seen in the previous example we cannot enforcagbisnption on a local

level, yet. The situation fofstamp,} is completely symmetrical. After treating the
lower localitiescocosproceeds with the intermediate two localities.

For locality {feedy, stamp, } new context assumptions are computed. This compu-
tation cannot yet benefit from subordinate control, sindmsdinate control is still vac-
uous. However, we do note that, since the signature of theerbassumptions changes
non—monotonically, the results will be different this tinhe particular thep, proposi-
tion has become an internal plant proposition which is ngésrvisible to the context.
At the same time the feeder component has added the congnai propositionsg.
This means that the weakest context assumption has charaagd§ — (Oa; into
so — (Oay. Intuitively, by restricting the context signature as mashwe can (with-
out sacrificing conservativity) the context assumptionstshifted into the direction of
something that can be turned into a control constraint.

For locality {stamp, , stamp, } the situation is almost symmetrical except for the
fact that the assumptiopy — (Oa; onstamp, still has to be made by the context.
Note that even though the weakest local context assumpgiensver approximating
the allowable behaviour by assuming plant propositigrio be observablezocosis
still able to recover the constraist — (Oas which has a clear causal dependency on
this propositiornpyg.

Finally, we treat the topmost localitjfeedy, stamp, , stamp,} = P. The weakest
context assumptions for this locality are vacuous, sinb@slinate control already en-
sures safety. In this case, the strongest control contraia simply the conjunction of
the subordinate control constraints. Note that this is wltempositionality really helps
us: computing the assumptions for higher control locaiiecomes much easier in the
presence of subordinate control, especially using a coexdenple driven algorithm. In
this case subordinate control ensures that there are néeuraasitions anymore at the
highest level of composition. <

4 Conclusion

We have presented a semantical framework for compositimmatol synthesis prob-
lems. Based on the framework we have developed a compdaditiomtrol synthesis
method that is sound and complete for computing most perraisafety controllers on
regular models under the assumption of partial observalibe novel aspects of the
method are:

1. The signature of the local context assumptions changesmonotonically with
increasing scope, tending to the signature of local cortraktraints. In this way
we obtain more realistic assumptions as the scope widens.

2. The local control assumptions are simplified with respestibordinate control. In
this way, we make it possible to efficiently apply a countaraple driven refine-
ment algorithm for finding the weakest context assumptions.

3. Subordinate control is approximated based on local gbaEsumptions. In this
way, we enable a synergistic relationship between localestrassumptions and
local control constraints.

14



Output Confusion and Subordinate Control To simplify exposition in this paper we
explicitly forbid in— and output confusion among plant campnts. For some applica-
tions, such as circuit synthesis, it may be desirable taailte- and output confusion.
For instance, because a single output signal is shared byitwmre components, or
because a single component treats a signal as input or algpanding on its internal
state. Note that, to accomodate this, we need to consideesrafithe safety player as
sets of control output&llow set3 as opposed to concrete control outputs.

Consider for instance a plant component over a single piopos: that at even
clockcycles treats asoutputby writing a random bikq; (x) € {0, 1} to the controller,
and at odd clockcycles treatsasinput by readingss;4+1(z) € {0,1} back from the
controller. Next consider a safety invariant that requikg$, 1 (z) = so;(x). The re-
sulting game cannot be won by the safety player if she neextstose concrete outputs
for 2 at each cycle, since at even clockcycleés= 2 she cannot predict what the com-
ponent is going to write as output. However if we consider esoas proper allow sets
this problem disappears. At even clockcycles the safetyeplmay simply allowr to
vary freely by allowingz to be either high or lowh(so ... s2j+1) = {z,T}, and at
odd clockcycles the safety player may restiictepending on what she observed in the
previous stateh(sg ... s2;) = {x} in casess;(x) = 1 orh(sg...s2;) = {T} in case
525 (.I') =0.

The algorithm in [13] already treats moves for the safetygtas allow sets. This
facilitates abstraction for the higher levels in the cohtrerarchy. Note that, if we
require the safety player to choosencretecontrol outputs she has no choice but to
emulate all subordinate control that we incorporated ingame board. If she would
choose a concrete control ouput that is forbidden by subateicontrol the system will
block. Such an interpretation would defeat the purpose aienemental algorithm like
cocos Instead in our interpretation the safety player can saftiby a control output
that is forbidden by subordinate control. Intuitively wencsee this as a form of output
confusion among a control locality and its subordinate embcalities.

Future Work We are currently working on an implementation of the framewia

a prototype tool. For the operations that we defined here oenaastic level to be
implemented efficiently, we are using a symbolic represemtaf context assumptions
as antichains over info/allow pairs, and the dual reprediemt for control constraints
as antichains over info/deny pairs.

For solving games we are using a combination of forward am#ward methods.
The lower control localities can typically be handled byward methods, which has
an advantage that only reachable states are consideretieHtigher control localities,
where there is more room for abstraction, we switch to a bactwounter example
driven algorithm like in [13]. In this way we fully exploit ¢hsubordinate control con-
straints.
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A Proofs

A.1 Sanity Lemmas

Lemma 4 (Joins and Meets Preserve Signaturesfor a givenF C F[X' — X°], it
holdsUF € F[X! — X° andrnF € F[X! — X°]. <

Proof (Lemma 4)Let F C F[X' — X°], f, = UF, andfy = MF. We need to show
thatf, € F[X' — X°andf- € F[X' — X°].

First, we provef,, € F[X' — X°]. Assume, for contradictiorf,, ¢ F[X' — X°].
By Definition 4 (Permissibility) it follows there exists ¢/ € S* ands,s’ € S such
thato ~xi. o/, and, wlog,s € fi (o), ands’ ¢ f,(o’). It follows by definition of f,
that there existy € F such thats € f(o) and for allf* € F it holdss’ ¢ f'(¢) in
particulars’ ¢ f(o’). But this would mean thaf is not permissible for the signature
[X! — X°] which establishes the required contradiction.

Next, we provefn € F[X' — X°]. Assume, for contradictiorfr, ¢ F[X' — X°].
By Definition 4 (Permissibility) it follows there exists ¢’ € S* ands,s’ € S such
thato ~xi. o/, and, wlog,s ¢ fr(o), ands’ € fr(o’). It follows by definition of fr,
that there existy’ € F' such thats ¢ f(o) and for allf’ € Fit holdss’ € f(¢’) in
particulars’ € f(o’). But this would mean thaf is not permissible for the signature
[XT — X°], which establishes the required contradiction. O

Lemma 5 (Joins Preserve Safety)for a givenf € F, a subsetr" C F, andg =
L{g € F| fMg € Safe} itholds f M g € Safe. <

Proof (Lemma5)Let f € Fandg = U{g € F | f M g € Safe}. Assume, for
contradiction, thatf 1 g ¢ Safe. It follows by Definition 2 (Safety) there must exist
o~ s" € Reach(f M §) such that(f M §)(¢—s’) = &. Then by Definition 2 (Consis-
tency) it must hold thatf M §)(o) > s'. Hence,g(o) > ¢'. It follows by definition
of g that there existg € F such thatf Mg € Safe andg(o) > s'. Then, again by
Definition 2 (Prefix—closedness) it follows™s’ € Reach(f M g). But, because C g,

it follows (f M g)(c™s") = @, this would meary Mg ¢ Safe which establishes the
required contradiction. O

Lemma 6 The weakest safe global stratelfyy, from Definition 7, is well-defined <

Proof (Lemma 6)First, we need thdtp is of the right signaturézp € F[X — X°°],
this is ensured by Lemma 4. Second, we need/hais safe:fp M hp € Safe, this is
ensured by Lemma 5. O

Lemma 7 The operatiotWeakestContextk (-), from Definition 9, is well-defined.<
Proof (Lemma 7)This proof is completely analogous to the proof of Lemma 6stFi
we need thay), is of the right signaturey}, € F[X°\ X2 — XE\ XF7], this is
ensured by Lemma 4. Second, we need ghais safe:fx Mg} € Safe, thisis ensured
by Lemma 5. O

Lemma 8 The operatiorstrongestControl . (-), from Definition 10, is well-defineet
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Proof (Lemma 8)First, we need thak’, is of the right signatureh), € F[X}° N
X — XP'n Xx¢°], this is ensured by Lemma 4. Second, we need/thais conserva-
tive: (fx Mhx,) M gx E ., this follows directly from the definition of the infimum
strategy. O

A.2 Preservation Lemma

For the preservation results we rely on the existence of infirand supremum strate-
gies over given signatures. But this is a rather technicplagration. What intuitively
happens, is that we are conservativieljowing a strategy € F with a given signa-
ture[X! — X°]. Conservatively following a strategy with a given signatasometimes
entails making an over approximation of the allowed suauass order not to exclude
possible behaviour of the underlying strategy.

Definition 11 (Follower Strategy) For a given strategy € F and a given signature
[X! — X°] we define thdollower strategyyyi_. yo] such that for alb € S* we have

giximxe((0) ={s €S| 30’ € §*.0 ~xi 0’ @and3s’ € g(0”).5 ~x0 5’}
<

Lemma 9 For a given strategy € F and a given signaturgX! — X°] it holds
Jiximxe] = Mg’ € FIX' — X°] | g C ¢'}, i.e.: the follower strategy is the infimum
strategy above over the given signature. <

Proof (Lemma 9)It is clear thaty = g(xi_,xo] andgixi_xe; € F[X' — X°]. To
see that it is really théeastupper bound let us assume some F[X' — X°] such
thatg C h. Now we need to show thgtxi_. x. C h. So assume, for contradiction,
gixi—xeo] £ h. Itfollows there exists some € S* such thayyi_. x.)(0) & h(o). So,
wlog, assume ¢ h(c) ands € g;xi_, xoj(o). From the latter we obtain existence of an
alternative trace’ € S* and an alternative successore g(o’) such that’ ~xio o
ands’ ~x. s. Now by permissibility of, and our assumption that¢ i (o) we obtain
thats’ ¢ h(o’), since by assumptiof € g(¢’), it would follow thatg Z h, which
establishes the required contradiction. O

We may now go back and work out the proof-sketch we have airgagn for
Lemma 1. We recall that the lemma says that tfeakestContextx () operation on
PuCs preserves conservativity.

Proof (Lemma 1)Let M be a conservatively constrained PuC. Iléte C be some
control locality. Now forM’ = WeakestContexty (M) we must show thad!’ is con-
servative. We recall that by definition the only differenedveen)!” andM lies in the
strengthened context assumptians C gx (cf. Definition 9). So for conservativity it
would suffice to provegp M hp C g (cf. Definition 8).

The main proof idea is to turn the behaviour of the globaleyst— consisting
of the global plant behavioufp restricted by the weakest safe global control strategy
gp — into a context assumptiofy for control locality K, by following the global
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system’s behavioufp M gp with the context signature for localiti. We then show
that the assumptions that we constructed in this waycareservative fp M hp T
g, and we show that they asafe (fx M hgk)) M gx € Safe. This suffices since
g%, by Definition 9, is theweakest safe context assumptsmn in particular, it will be
weaker than the constructed assumptigns:C g}, since these are conservative by
construction it will follow thaty/ is conservative as wellp M hp C g

First, we introduce some shorthand for the context sigedturcontrol locality/,
solet[X¥ — X% = [XP7\ XP — X&'\ X2’]. Next, we construct the required
context assumptions for control localily, as follows:gx = (fp 1 ﬁp)[Xg;HXgo].

By Lemma 9 we obtaitfp Mhp C k. It remains to showfx Mhx| )Mjx € Safe.
For this, we will first prove that (1) fx Mhk|) N gx = (fx M §x ), and then we will
prove that (2)fx M gx € Safe.

For (1), it would suffice to showjx T hg|. We will use the assumption thaf
is conservative, and the fact thak; € F[X% — X%, i.e.: the signature for the
context assumptions is wider than the signature for therslitate control constraints.
Now assume, for contradictiofx £ hx, from this it would follow that there exists
some tracer € S* and some state ¢ hy (o) while s € §x (o). From the latter it
follows that there exists an alternative tracec S* and an alternative successor state
s' € (fpMhp)(c’) such thav’ ~xso 0 ands’ ~xzo 5. Butthen, by the fact thalty,
is permissible fof X8 — X&°] and our assumption that¢ hy (o) it would follow
thats' ¢ hx,(o’), and this would imply thafp M hp Z hx;, which in turn would
imply thathp Z hxy, which contradicts our assumption titat, is conservative.

For (2), assumeg s € Reach(fx M gx). It follows there existy’ € S* and
s’ € (fp Mhp)(c’) such thaty’ ~yso o ands’ ~x=o s. By Prefix-closedness this
implieso’ s’ € Reach(fp M ﬁp). We now construct a third tracg’~s” € S* such
thatforalli < |o”|itholdso” N XP° = o;N XY° ando! N X je = o}NX pe ands” N
XPO = snXP°ands" NX Yy =s'NXp , whereX 'y = X\ XP°i.e.: this third trace
o"~s" is consistent witlr on all plant in— and outputs of localitif and it is consistent

—pio

with o’ on all other propositions. Moreover, singe- x o o’ andX%io CXg U Xl,g(io
it holds, in addition, for all < |o”’| thato}’ N X2 = o/ 1 X2, i.e.:.0” is consistent
with ¢’ on all in— and outputs of localiti’' = P\ K. And finally, sincer ~ x. o’ and
Xgo € X" U X it holds, in additiong? N X@° = o/ N X¢°, i.e.:0” is consistent
with o’ on all control in— and outputs. The latter proves that{o”) = hp(c’). Now
note thatfp = fx I fz, moreoverfx € J’-"[Xf(i — Xl and f5 € J’-"[X%i — X%l
Hence, by permissibilityfx (c”) = fx(o’) and fx(0") = fx(o’), these two facts
together provefp(c”) = fp(c’). Now note that for the successor stateit holds
5" ~xpe s’ ands” ~xre 5" ands” ~xge s'. And, sinces’ € (fp 1 hp)(c’), it follows
s" € (fpMhp)(c”). Itfollows, 0"’ ~s" € Reach(fp Mhp). By safety offp M hp this
implies fx (6"~ s") N hp(c”""s") # @. Now note thatfx (0" ~s") = fx(c"s) and
di(0"78") = gx (o™ s) and, by definitionjx (" s") D hi(c”"s"). It follows
fr(d" ™" YN gr(c" ") # . Hence(fk Mgk) (o™ s) # 2. O
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