
Compositional Control Synthesis for Partially
Observable Systems

Wouter Kuijper and Jaco van de Pol

University of Twente Formal Methods and Tools
Dept. of EEMCS

{W.Kuijper⋆⋆, J.C.vandePol}@ewi.utwente.nl

Abstract. We present a compositional method for deriving control constraints
on a network of interconnected, partially observable and partially controllable
plant components. The constraint derivation method works in conjunction with an
antichain–based, symbolic algorithm for computing weakest strategies in safety
games of imperfect information. We demonstrate how the technique allows a re-
active controller to be synthesized in an incremental manner, exploiting locality
and independence in the problem specification.

1 Introduction

Control Synthesis [23] is the idea of automatically synthesizing a controller for enforc-
ing some desired behaviour in a plant. This problem can be phrased logically as follows.
Given a plant descriptionP and a desired propertyφ, construct a controllerC such that
P‖C � φ. Control synthesis is a close cousin of the model checking problem. Where
model checking is about establishing whether or not a model supports a given property,
control synthesis is about generating a model on which the property will hold.

The main difficulty that any effective procedure for controller synthesis must face
is that the uncontrolled state space generated by the plant description is typically large.
This is mainly due to concurrency in the model, which is a central issue also in model
checking. However, for synthesis the problem is amplified bytwo additional, compli-
cating factors. First, we typically see a higher degree of non–determinism because a
priori no control constraints are given. Second, it is oftenthe case that the state of the
plantP is only partially observable for the controllerC. Resolving this may incur an-
other exponential blowup. On instances, this blowup may be avoided by using smart,
symbolic methods [26].

Contribution In this paper we focus on the compositional synthesis of a reactive con-
troller under the assumption of partial observability. Ourmain contributions are a com-
positional framework for describing control synthesis problems as a network of inter-
connected, partially controllable, partially observableplant components, and a compo-
sitional method for synthesizing safety controllers over such a plant model.

We believe there are at least two novel aspects to our approach. First, there is the
combination of imperfect information with compositionality. In particular, we make
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sure that context assumptions take into account partial observability of the components.
Second, our framework ensures context assumptions gradually shift in the direction of
control constraints as the scope widens. In this way we avoid, to some extent, unrealistic
assumptions, and generally obtain a less permissive context. Note that the size of the
context assumptions is an important factor [19] in the efficiency of assume–guarantee
based methods.

This work is complementary to our work in [13]. The game solving algorithm we
present there is designed to be applied in a compositional setting. It is an efficient coun-
terexample driven algorithm for computing sparse context assumptions. As such, it is
especially suitable for the higher levels in the composition hierarchy where abstraction
is often possible (and useful). However, its succesful application hinges on the fact that
control constraints local to any of the considered subcomponents should already be in-
corporated into the game board. Here we show how this can be achieved by proceeding
compositionally.

Related Work Synthesis of reactive systems was first considered by Church[10] who
suggested the problem of finding a set of restricted recursion equivalences mapping an
input signal to an output signal satisfying a given requirement [25]. The classical solu-
tions to Church’s Problem [4, 22] in principle solve the synthesis problem for omega–
regular specifications. Since then, much of the subsequent work has focussed on extend-
ing these results to richer classes of properties and systems, and on making synthesis
more scalable.

Pioneering work on synthesis ofclosedreactive systems [18, 11] uses a reduction
to the satisfiability of a temporal logic formula. That it is also possible to synthesize
openreactive systems is shown [20, 21] using a reduction to the satisfiability of a CTL∗

formula, where path operators force alternation between the system and the environ-
ment. Around the same time, another branch of work [23, 16] considers the synthesis
problem specifically in the context of control of discrete event systems, this introduces
many important control theoretical concepts, such asobservability, controllability, and
the notion of acontrol hierarchy.

More recently several contributions have widened the scopeof the field and at the
same time addressed several scalabilty issues. Symbolic methods, already proven suc-
cesful in a verification setting, can be applied also for synthesis [2]. Symbolic tech-
niques also enable synthesis for hybrid systems which incorporate continuous as well
as discrete behaviour [1]. Controller synthesis under partial information can be done by
a reduction to the emptyness of an alternating tree automaton [15]. This method is very
general and works in branching and linear settings. However, scalability issues remain
as the authors note that most of the combinatorial complexity is shifted to the empty-
ness check for the alternating tree automaton. In [14] a compositional synthesis method
is presented that reduces the synthesis problem to the emptyness of a non–deterministic
Büchi tree automaton. For the specific case of hard real timesystems the full expressive
power of omega regular languages may not be necessary [17], since a bounded response
requirement can be expressed as a safety property.

Even the earliest solutions to Church’s problem, essentially involve solving a game
between the environment and the control [24]. As such there is a need to study the (sym-
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bolic) representation and manipulation of games and strategies as first class citizens. In
[7] a symbolic algorithm for games with imperfect information is developed based on
fixed point iteration over antichains. In [5] there are efficient on–the–fly algorithms for
solving games of imperfect information.

Compositionality adds another dimension to the synthesis problem: in order to ob-
tain more scalable solutions it is desirable to solve the synthesis problem in an incre-
mental manner, treating first subproblems in isolation before combining their results. In
general this requires a form of assume–guarantee reasoning. There exists an important
line of related work that addresses such issues.

One such recent development that aims to deal with componentbased designs are
interface automata [12]. This work introducesinterfacesas the weakest behavioural
assumptions/guarantees between components. A synchronous, bidirectional interface
model is presented in [6]. Our component model is similar, but differs on the in–/output
partition of the variables to be able to handle partially observable systems. Besides
providing a clean theory of important software engineeringconcepts likeincremental
designand independent implementability, interfaces also have nice algorithmic prop-
erties allowing for instance automated refinement and compatibility checking. Several
algorithms for interface synthesis are discussed in [3].

Authors in [9] describe a co–synthesis method based on assume–guarantee rea-
soning. Their solution is interesting in that it addresses non–zero–sum games where
processes compete, but not at all cost. In [8] the same authors explore ways in which
to compute evironment assumptions for specifications involving liveness properties, re-
moval of unsafe transitions constitutes a pre–processing step. Note that, for a liveness
property, in general, there does not exist a unique weakest assumption on the context,
so this is a non–trivial problem.

Structure The rest of the paper is structured as follows. In Section 2 webuild up a
game–theoretic, semantical framework for control synthesis problems. We also present
our running example used to illustrate all the definitions. In Section 3 we propose a
sound and complete compositional method for control synthesis. We demonstrate the
method on the running example. In Section 4 we conclude with asummary of the con-
tribution, and perspectives on future work.

2 Compositional Framework

In this section we give a formal semantics for our central object of interest, which is the
plant under control, or PuC. First we give an example.

A Motivating Example We consider theparcel plant illustrated in Figure 1. This
fictive plant consists of afeederand twostampsconnected together with a conveyor
belt. A parcel is fed onto the belt by the feeder. The belt transports the parcel over to
stamp 1 which prints a tracking code. The belt then transports the parcel over to stamp
2 which stamps the shipping company’s logo. Next to the illustration in Figure 1 we list
all thepropositionswe used to model this particular example. For each proposition we

3



feeder

stamp1 stamp2
optical sensors

Model Propositions
prop.: description: cntrl.: here:
p0 parcel at 0 - true
s0 sensor 0 in true
p1 parcel at 1 - false
a1 arm 1 out false
s1 sensor 1 in false
p2 parcel at 2 - true
a2 arm 2 out true
s2 sensor 2 in true

feed0 stamp1 stamp2
p0 p1 p2

s0 a1 s1 a2 s2

Desired Control Logic
Model
Components

Fig. 1. A modular parcel stamping plant. (top left) The legend (top right) shows all the proposi-
tions we used to model this example. The decomposition structure (bottom) shows the compo-
nents we identified in the model and their interconnections,in terms of input and output proposi-
tions.

indicate whether it is a control output/input, and whether or not it holds for the current
state of the plant as it is shown in the picture. We specify thebehaviour of the three
components in the parcel stamp using Kripke structures overthese atomic propositions
in Figure 2.

Definition 1 (Kripke Structures) We letX be a background set ofpropositions. For a
given (finite) subsetX ⊆ X of propositions we defineS[X ] = 2X as the set ofstates,
or valuationsoverX . We define shorthandS = S[X ]. A Kripke structureis a tupleA =
(L, X, γ, δ, Linit), consisting of a set oflocationsL, a finite set ofrelevant propositions
X ⊆ X , apropositional labelingγ : L → S[X ], a transition relationδ ⊆ L×L, and a
set ofinitial locationsLinit ⊆ L. For any two Kripke structuresA1, A2 thecomposition
A12 = A1‖A2 is defined withL12 = {(ℓ1, ℓ2) ∈ L1×L2 | γ1(ℓ1)∩X2 = γ2(ℓ2)∩X1},
X12 = X1 ∪ X2, for all (ℓ1, ℓ2) ∈ L12 it holdsγ12(ℓ1, ℓ2) = γ1(ℓ1) ∪ γ2(ℓ2), for all
(ℓ1, ℓ2), (ℓ

′
1, ℓ

′
2) ∈ L12 it holds (ℓ1, ℓ2)δ12(ℓ

′
1, ℓ

′
2) iff ℓ1δ1ℓ

′
1 andℓ2δ2ℓ

′
2, and, for the

initial locations, it holdsLinit
12 = (Linit

1 × Linit
2 ) ∩ L12. Note thatL12 contains all the

pairs of locations in the Kripke structures that areconsistent, meaning that they agree
on the truth of allshared propositionsX1 ∩ X2. ⊳

We note that, in our notation, we use a horizontal bar to denote the negation of
a proposition letter, i.e.:a1 should be read asnot a1 which, in turn, is interpreted as
stamp number 1 has not activated its stamping arm.Next, we note that the models for
the stamps contain deadlock locations. We use this to encodea safety propertyinto
the model. The safety property here simply says that the stamp mustactivate whenever
there is a parcel present on the belt, otherwise the system will deadlock.
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Fig. 2. Kripke structures modeling the feeder (left), stamp 1 (center), and stamp 2 (right).

Game Semantics We now turn to assigning a game semantics to the type of plant
models we have just introduced. We start with some prerequisites.

Definition 2 (Strategy) A strategyf : S∗ → 2S is a function mappinghistoriesof
states to the sets of allowed successor states. Withf⊤ we denote the strategy that maps
all histories toS. A traceσ = s0 . . . sn ∈ S+ is consistentwith f iff for all 0 ≤ i ≤ n
it holdsf(s0 . . . si−1) ∋ si. With Reach(f) we denote the set of traces consistent with
f . We require strategies to beprefix–closedmeaning thatf(σ) 6= ∅ andσ 6= ǫ implies
σ ∈ Reach(f). A strategyf is safeiff for all σ ∈ Reach(f) it holdsf(σ) 6= ∅. With
Safe we denote the set of all safe strategies. ⊳

Any given Kripke structure can be viewed as a strategy by considering the restriction
that the Kripke structure places on the next state given the history of states that came
before.

Definition 3 (Regular Strategies) To a given Krikpke structureA, we assign the strat-
egy [[A]] : S∗ → 2S such that for the empty traceǫ it holdss ∈ [[A]](ǫ) iff there exists
an initial locationℓ0 ∈ Linit

A such thatℓ0 is consistent withs, and for a given history
σ = s0 . . . sn ∈ S+ it holdss′ ∈ [[A]](σ) iff there exists a computationℓ0 . . . ℓn+1 in
the Kripke structure such thatℓ0 ∈ Linit

A , each locationℓi for i ≤ n is consistent with
si, ands′ is consistent withℓn+1. A strategyf ∈ F is regular iff there exists a finite
Kripke structureA such thatf = [[A]]. ⊳

It is often important that Kripke structures are input enabled for a subset of the
propositionsX i ⊆ X as is the case for the Kripke structures we defined for the parcel
stamp. In practice this is easy to enforce using some syntactic criteria on the specifica-
tion. On a semantic level we prefer to abstract from the particular way the strategy is
represented. For this reason we introduce the notion ofpermissibility.
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Definition 4 (Permissibility) For a given set of propositionsX ⊆ X we define the
indistinguishability relation∼X⊆ S ×S such thats ∼X s′ iff s∩X = s′ ∩X , we lift
∼X to tracesof statesσ = s1 . . . sn ∈ S∗ andσ′ = s′1 . . . s′m ∈ S∗ such thatσ ∼X σ′

iff n = m and for all0 < i ≤ n it holdssi ∼X s′i. A signatureis a pair[X i → Xo]
such thatX i ⊆finite X andXo ⊆finite X , we letX io = X i ∪ Xo. A strategyf ∈ F is
permissiblefor a signature[X i → Xo] iff for all σ, σ′ ∈ S∗ such thatσ ∼Xio σ′ and
all s, s′ ∈ S such thats ∼Xo s′ we haves ∈ f(σ) iff s′ ∈ f(σ′). With F [X i → Xo]
we denote the set of strategies that are permissible for[X i → Xo]. ⊳

Note that, for any Kripke structure, it holds[[A]] ∈ F [XA → XA]. To illustrate, we
can now formalize a suitable notion ofinput enablednessfor Kripke structures in terms
of permissibility. We say thatA is input enabledfor a subset of the relevant propositions
X i ⊂ XA iff [[A]] ∈ F [X i → XA \ X i].

Definition 5 (Lattice of Strategies) We fix a partial order⊑ on the set of strategies
such thatf ⊑ f ′ iff for all σ ∈ S∗ it holdsf(σ) ⊆ f ′(σ) we sayf ′ is more permissive
or weakerthanf . The set of strategies ordered by permissiveness forms a complete
lattice. Thejoin of a set of strategiesF ⊆ F is denoted⊔F and is defined asf ∈ F
such that for allσ ∈ S∗ it holdsf(σ) = ∪f ′∈F f ′(σ). Themeetis denoted⊓F and is
defined dually. ⊳

We have now all the prerequisites to introduce the concept ofa plant under control
or PuC. A PuC is a semantic object that encodes the behaviour of a system of interact-
ing plant components. In addition it also specifies a set of control localities which are
selected subsets of plant components that are of special interest because of their control
dependencies. For each such control locality the PuC encodes context assumptions and
control constraints. Later we will show how these assumptions and constraints can be
automatically derived by solving games.

Definition 6 (Plant under Control) A plant under control (PuC)M is a tuple

M = (P, {fp, [X
i
p → Xo

p ]}p∈P , C, {gK , hK}K∈C)

Consisting of a finite set ofplant componentsP , for each plant componentp ∈ P
the PuC represents thecomponent behaviouras the strategyfp ∈ F [X i

p → Xo
p ]. We

require for allp1, p2 ∈ P such thatp1 6= p2 it holdsX i
p1

∩ X i
p2

= Xo
p1

∩ Xo
p2

= ∅.
The PuC has a selected set ofcontrol localitiesC ⊆ 2P such thatP ∈ C. For a
given control localityK ∈ C we defineX i

K = ∪p∈KX i
p, andXo

K = ∪p∈KXo
p , and

fK = ⊓p∈Kfp. We define thecontrol signature[Xci → Xco] such thatXci = Xo
P \X i

P

andXco = X i
P \ Xo

P . For each control localityK ∈ C, the PuC represents the current
context assumptionsas the strategygK ∈ F [Xo

K \ X i
K → X i

K \ Xo
K ], and the current

control constraintsas the strategyhK ∈ F [Xo
K ∩ Xci → X i

K ∩ Xco]. ⊳

In this definition we are assuming a set of interacting plant components that com-
municate to each other and to the controller by means of theirsignature of input/output
propositions. If a proposition is both input and output to the same component we say
it is internal to the plant component. The definition ensures that no other plant compo-
nent may synchronize on such an internal proposition. We assume that all non–internal
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propositions that are not used for synchronization among plant components are control
propositions (open plant output propositions are control input propositions, and open
plant input propositions are control output propositions).

Note that we are assuming agivenset of control localities. This information should
be added to an existing componentized model of the plant. Either manually or by look-
ing for interesting clusters of plant components that have some mutual dependencies.
Such an automatic clustering approach has already been investigated for compostinal
verification in [19].

Example 1 (Parcel Stamp)We define a PuCMparcel for the parcel stamp example.
We first fix the plant componentsPparcel = {feed0, stamp1, stamp2}. Their signa-
tures areXo

feed0
= {p0, s0}, X i

feed0
= ∅, Xo

stamp1
= {p1, s1}, X i

stamp1
= {p0, a1},

Xo
stamp2

= {p2, s2}, X i
stamp2

= {p1, a2, p2}, Note that we makep2 an internal vari-
able ofstamp2 since it is not input to any other component, in this way the control sig-
nature becomesXci = {s0, s1, s0} andXco = {a1, a2}. The component behaviour is
given by the Kripke structures in Figure 2,ffeed0

= [[Afeed0
]], andfstamp1

= [[Astamp1
]],

andfstamp2
= [[Astamp2

]]. We define the control localities

Cparcel = {{feed0}, {stamp1}, {stamp2},

{feed0, stamp1}, {stamp1, stamp2},

{feed0, stamp1, stamp2}}

The context assumptionsgK and control guaranteeshK for each localityK ∈ C are
initially set to the vacuous strategygK = hK = f⊤. ⊳

Global Control Constraints For a given PuCM we are interested in computing the
weakest global control constraintŝhP such thatfP ⊓ ĥP ∈ Safe. In principle this
can be done by viewing the PuC as a safety game of imperfect information where the
safety player may, at each turn, observe the value of the control input propositions and
determine the value of the control output propositions. In this way we obtain a game
graph that can be solved using conventional game solving algorithms. The result will
be the weakest strategyĥP for the safety player.

Definition 7 (Weakest Safe Global Strategy)For a given PuCM we define theweak-
est safe global control constraintŝhP as follows

ĥP = ⊔{h ∈ F [Xci → Xco] | fP ⊓ h ∈ Safe}

i.e. the weakest global control strategy that is sufficient to keep the system safe. ⊳

ComputingĥP directly by solving the global safety game does not scale very well
to larger systems. For this reason we want to proceed compositionally and start with
smaller control localitiesK ∈ C such thatK ⊂ P before treating the plantP ∈ C
as a whole. As it turns out solving the local safety game over the control signature
[Xo

K ∩Xci → X i
K ∩Xco] will yield control constraints that are too strong in the sense

that not every possible safe control solutionhP ∈ F [Xci → Xco] on the global level
will be preserved. In Example 2 we illustrate this phenomenon.
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Fig. 3. Partial game tree forAstamp1
, where the safety player is restricted to use the control

signature[Xo
stamp1

∩Xci → X i
stamp1

∩Xco] = [{s1} → {a1}].

Example 2 (Overrestrictive Control) In Figure 3 we show a partial unravelling of the
game boardAstamp1

into agame tree. The nodes in the game tree are partitioned into
nodes for thesafety playershown as solid boxes and nodes for thereachability player
shown as dotted boxes. The nodes for the safety player are annotated with theknowledge
or information setthat the safety player has given the observation history. The nodes
for the reachability player are labeled with theforcing setswhich are all locations to
which there exists a trace that is consistent with the observation historyand the control
output as chosen by the safety player. From a forcing set, thereachability player fixes
the control input by choosing one of the locations in the forcing set. Note that the
subset construction does not show the concrete successor locations. Rather it shows the
resulting information set for the safety player, which is the smallest set of locations that
are consistent with the input/output that has been exchanged.

As can be seen the safety player is forced, after 1 iteration,to always playa1. Mean-
ing that, she isalwaysactivating the stamp. She cannot, based on her observations, de-
termine for sure whether or not there is a parcel present. Note however, if we would
have taken also the feeder componentAfeed0

into account, it would have been possible
for the safety player to deduce this information based on thesensor in the feeder. So the
strategy forAstamp1

that we got from solving this game does not respect the strategy for
Afeed1

‖Astamp1
which activates only if the optical sensor in the feeder is triggered. ⊳

3 Compositional Synthesis Method

Our solution approach to the problems sketched in the previous section is based on an
over approximation of the allowable behaviour followed by an under approximation of
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Fig. 4.Partial game tree forAstamp1
, where the safety player is allowed to use the control signa-

ture[Xo
stamp1

\X i
stamp1

→ X i
stamp1

∩Xo
stamp1

] = [{s1, p1} → {p0, a1}].

the denyable behaviour. The soundness of our approach restson the notion ofconser-
vativity.

Definition 8 (Conservative Systems)A PuC isconservatively constrainediff for all
K ∈ C both the local assumptionsgK and the local constraintshK areconservative,
meaning thatfP ⊓ ĥP ⊑ gK andfP ⊓ ĥP ⊑ hK , i.e.: both the local assumptions
and the local constraints allow all the behaviour that wouldbe allowed by the weakest
safe global control constraints. A system that is not conservatively constrained isover
constrained. ⊳

For a conservatively constrained PuC we may always take intoaccount the existing
control constraints and context assumptions while computing new control constraint
or context assumptions. This unlocks possibilities that allows more efficient symbolic
game solving. For larger systems there may exist control localities that need highly
non–trivial context assumptions which require a lot of computation time and storage
space. This problem is sometimes referred to as the problem of assumption explosion.

To prevent this we rely on two mechanisms. The first is the factthat the signature
for the context assumptionsgK tends to the signature for the control constraintshK as
K approachesP . Note that, at the highest level of composition,P , the signatures for
the control constraints and the context assumptions coincide. This means that context
assumptions become more and more like control constraints as we progress upward in
the decomposition hierarchyC. The second mechanism we rely on is a synergistic rela-
tion between context assumptions and control constraints.In particular, for conservative
systems, it is possible while computing weakest context assumptions for a control local-
ity K ∈ C to take into account the conservative control constraints of all lower control
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localitiesK ′ ⊂ K that have been previously computed. We refer to this assubordinate
control.

Definition 9 (Conservative Local Context Assumptions)For a given PuCM and con-
trol locality K ∈ C we define thesubordinate localitiesK↓= {K ′ ∈ C | K ′ ⊂ K},
and thesubordinate controlhK↓ = ⊓K′∈K↓hK′ . Now WeakestContextK(M) = M ′

such that

g′K = ⊔{g′ ∈ F [Xo
K \ X i

K → X i
K \ Xo

K ] | (fK ⊓ hK↓) ⊓ g′ ∈ Safe}

andM ′ is equal toM otherwise. ⊳

Lemma 1 (WeakestContext)The operationWeakestContextK(·) on PuCs preserves
conservativity. ⊳

Proof SketchWe definêgK = ⊓{g ∈ F [Xo
K \ X i

K → X i
K \ Xo

K ] | (fP ⊓ ĥP ) ⊑ g}.
For this context assumption we can prove that it is conservative and safe in the sense
that(fK ⊓ hK↓) ⊓ ĝK ∈ Safe, it follows, by Definition 9, that̂gK ⊑ g′K , henceg′K is
also conservative. �

Example 3 (Computing Conservative Local Context Assumptions) In Figure 4 we
show a partial unravelling of the game boardAstamp1

into a game tree, this time for the
control signature[Xo

stamp1
\X i

stamp1
→ X i

stamp1
\Xo

stamp1
] = [{s1, p1} → {a1, p0}].

When we solve this game and determine the weakest safe strategy we obtain the
strategy which, in modal logic notation, can be defined as follows: p0 → ©a1, i.e.:
when there is a parcel in the feeder the stampmustactivate in the next state. This
regular strategy is shown in Figure 5 (left) encoded as a Kripke structure.

Note however, that this strategy relies on observation ofp0 which is not in the
control signature. This means that this strategy encodes anassumptionon the context,
rather than aguaranteeon the control. Assumptions may or may not be realizable de-
pending on the rest of the plant. In this example, for this particular constraint, a control
is realizable because the feeder component indeed providesus with an observations0
that allows the control to derive the status ofp0 by causality. ⊳

To fully exploit the synergistic relationship between context assumptions and con-
trol constraints we need to obtain also control constraintson a local level. So far we have
shown (in Example 3) how local context assumptions can be computed, at the same time
we have shown (in Example 2) that the direct approach to computing local control guar-
antees breaks down because it may yield constraints that arenot conservative. However,
as it turns out, it is possible to approximate conservative control constraints based on
conservative context assumptions. Intuitively, this is done byunder approximatingthe
denyable behaviour.

Definition 10 (Conservative Local Control) For a given PuCM and a control locality
K ∈ C we defineStrongestControlK(M) = M ′ such that

h′
K = ⊓{h′ ∈ F [Xo

K ∩ Xci → X i
K ∩ Xco] | (fK ⊓ hK↓) ⊓ gK ⊑ h′}

andM ′ is equal toM otherwise. ⊳
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‖Acontext1
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ℓ⊥
r ∧ (va1

↔ a1)

Adeny1

Fig. 5. Context assumptions forstamp1 component (left), the behaviour of thestamp1 compo-
nent in its idealized context (center), the special Kripke structure encoding the rules of the dual
deny game for thestamp1 component (right).

Lemma 2 (StrongestControl) The operationStrongestControlK(·) on PuCs preserves
conservativity. ⊳

Proof By conservativity ofM it holdsfP ⊓ ĥP ⊑ (fK ⊓ hK↓) ⊓ gK . By Definition 10
it holds(fK ⊓ hK↓) ⊓ gK ⊑ h′

K . It follows fP ⊓ ĥP ⊑ h′
K . �

Example 4 (Computing Strongest Local Control) We can effectively compute an ap-
proximate local control strategy by exploiting a natural duality that exists betweenal-
low strategiesand deny strategies. Where allow strategies determine what is the set
of allowed control outputs based on the observation history, deny strategies work by
mapping an observation history to the set ofdeniedcontrol outputs, which is just the
complement of the allowed set. We can exploit this duality because theweakest conser-
vative deny strategyis thestrongest conservative allow strategy.

The construction that turns anallow gameinto adeny gameis then done as follows.
First we turn all the control outputsa1, a2 ∈ Xco into control inputsa1, a2 ∈ Xci′ and
replace them with a fresh set ofdeny outputsva1

, va2
· · · ∈ Xco′

. We add one special
control outputr ∈ Xco′

which is calledrestrict. The rules of the game are as follows:
if the safety player playsr the next state isnot restricted. And the plant in its idealized
context progresses normally. If the safety player playsr, restrict, we require that, in the
next state,at least one of the deny outputsva1

, va2
, . . . differs from the original control

outputsa1, a2 . . . as chosen by the plant in its idealized context.In this way the safety
player is forced to be conservative in the restriction that she puts since she can only
deny some sequence of control outputs whenever she is sure that the idealized context
will never allow this sequence.

We may construct the game board for this deny game by taking the composition of
the Kripke structures for the plant, the context strategy, and the rule that forces at least
one of the deny outputs to be distinct from the control outputas chosen by the plant in its
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Fig. 6. Game tree for the deny gameAstamp1
‖Acontext1‖Adeny1

, over the control signature
[{a1, s1} → {r, va1}], hererva1 meansrestrict by denyinga1, andr meansunrestricted.

idealized context. Forstamp1 this isAstamp1
‖Acontext1‖Adeny1

. A partial unraveling
of the resulting game tree over this product game is shown in Figure 6. When we work
this out further we quickly see that, in this game, the safetyplayer is always forced
to play r. This means she cannot put any restriction on the control outputs. Which, in
turn, means that the resulting control strategy (after projecting outr, and projecting the
temporaryva1

back toa1) will be f⊤, i.e.: we cannot put any control constraints using
the control signature for this locality. ⊳

Compositional Controller Synthesis Algorithm We have now established all pre-
requisites to present Compositional Controller SynthesisAlgorithm 1 (COCOS). The

Algorithm 1 : COCOS(Compositional Control Synthesis)

Data: A PuCM = (P, {fp, [X i
p → Xo

p ]}p∈P , C, {gK , hK}K∈C) such that for all
K ∈ C it holdsgk = hK = f⊤

Result: A maximally permissive, safe control strategy for the given system of plant
components.

Visited← ∅1

while P /∈ Visited do2

select someK ∈ C such thatK /∈ Visited andK↓ ⊆ Visited3

M ← StrongestControlK(WeakestContextK(M))4

Visited ← Visited ∪ {K}5

return hP6
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algorithm starts with a PuCM that is initially unconstrained, that is: the context as-
sumptions and control constraints for each control locality are vacuous. The algorithm
then works by making a single bottom–up pass over the controllocalities. It will start at
the lowest localities (for whichK↓ = ∅) progressing up to the highest control locality
P . For each locality the weakest local context assumptions are computed (simplified
using the subordinate control constraints) and subsequently the strongest local con-
trol constraints are computed (based on the weakest local control assumptions and the
subordinate control constraints). The while loop terminates when the highest control
locality P ∈ C has been visited. At this point it holdshP = ĥP .

Theorem 3 (Correctness)Algorithm 1 always terminates, and after termination it will
hold (fP ⊓ hP ) = (fP ⊓ ĥP ). ⊳

Proof Completeness follows from the fact that there are only a finite number of control
localities. Soundness follows from Lemmas 1 and 2, and the fact that for the highest
control localityP the signatures of the weakest context assumptions, the strongest con-
trol constraints and the global control constraintsĥP coincide. �

Example 5 (Compositional Controller Synthesis)In Figure 7 we show howCOCOS

treats the PuCMparcel as defined in Example 1. The plant components are shown as
gray boxes connected by horizontal arrows denoting the unchecked plant propositions.
The control localities are shown as white boxes connected tothe plant components by
vertical arrows denoting the control propositions. Each control locality is labeled with
the weakest local context assumptions and the strongest local control constraints in
modal logic notation. Since the algorithm performs a single, bottom–up pass over the
control localities this picture represents the entire run.

For locality {feed0} we get two vacuous strategies. The reason is that the feeder
plant component does not contain any deadlocks. As such it needs no assumptions or
control constraints to function safely. Control locality{stamp1} has been treated more
extensively as the running example in the previous sections. It requires a single context

feed0 stamp1 stamp2

{feed0}, (⊤ | ⊤) {stamp1}, (p0 → ©a1 | ⊤) {stamp2}, (p1 → ©a2 | ⊤)

{feed0, stamp1}, (s0 → ©a1 | s0 → ©a1)

{stamp1, stamp2}, (p0 → ©a1 ∧ s1 → ©a2 | s1 → ©a2)

{feed0, stamp1, stamp2}, (⊤ | s0 → ©a1 ∧ s1 → ©a2)

p0 p1 p2

a2 s2

a1 s1

s0

Fig. 7. PuC, Legend:(weakest local context assumptions| strongest local control guarantees).
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assumption saying that the arm will activate when there is a parcel queuing in the feeder.
As we have seen in the previous example we cannot enforce thisassumption on a local
level, yet. The situation for{stamp2} is completely symmetrical. After treating the
lower localitiesCOCOSproceeds with the intermediate two localities.

For locality{feed0, stamp1} new context assumptions are computed. This compu-
tation cannot yet benefit from subordinate control, since subordinate control is still vac-
uous. However, we do note that, since the signature of the context assumptions changes
non–monotonically, the results will be different this time. In particular thep0 proposi-
tion has become an internal plant proposition which is no longer visible to the context.
At the same time the feeder component has added the control input propositions0.
This means that the weakest context assumption has changed from p0 → ©a1 into
s0 → ©a1. Intuitively, by restricting the context signature as muchas we can (with-
out sacrificing conservativity) the context assumptions have shifted into the direction of
something that can be turned into a control constraint.

For locality {stamp1, stamp2} the situation is almost symmetrical except for the
fact that the assumptionp0 → ©a1 on stamp1 still has to be made by the context.
Note that even though the weakest local context assumptionsare over approximating
the allowable behaviour by assuming plant propositionp0 to be observable,COCOSis
still able to recover the constraints1 → ©a2 which has a clear causal dependency on
this propositionp0.

Finally, we treat the topmost locality{feed0, stamp1, stamp2} = P . The weakest
context assumptions for this locality are vacuous, since subordinate control already en-
sures safety. In this case, the strongest control constraints are simply the conjunction of
the subordinate control constraints. Note that this is where compositionality really helps
us: computing the assumptions for higher control localities becomes much easier in the
presence of subordinate control, especially using a counterexample driven algorithm. In
this case subordinate control ensures that there are no unsafe transitions anymore at the
highest level of composition. ⊳

4 Conclusion

We have presented a semantical framework for compositionalcontrol synthesis prob-
lems. Based on the framework we have developed a compositional control synthesis
method that is sound and complete for computing most permissive safety controllers on
regular models under the assumption of partial observation. The novel aspects of the
method are:

1. The signature of the local context assumptions changes non–monotonically with
increasing scope, tending to the signature of local controlconstraints. In this way
we obtain more realistic assumptions as the scope widens.

2. The local control assumptions are simplified with respectto subordinate control. In
this way, we make it possible to efficiently apply a counterexample driven refine-
ment algorithm for finding the weakest context assumptions.

3. Subordinate control is approximated based on local context assumptions. In this
way, we enable a synergistic relationship between local context assumptions and
local control constraints.
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Output Confusion and Subordinate Control To simplify exposition in this paper we
explicitly forbid in– and output confusion among plant components. For some applica-
tions, such as circuit synthesis, it may be desirable to allow in– and output confusion.
For instance, because a single output signal is shared by twoor more components, or
because a single component treats a signal as input or outputdepending on its internal
state. Note that, to accomodate this, we need to consider moves of the safety player as
sets of control outputs(allow sets) as opposed to concrete control outputs.

Consider for instance a plant component over a single proposition x that at even
clockcycles treatsx asoutputby writing a random bits2j(x) ∈ {0, 1} to the controller,
and at odd clockcycles treatsx as input by readings2j+1(x) ∈ {0, 1} back from the
controller. Next consider a safety invariant that requires: s2j+1(x) = s2j(x). The re-
sulting game cannot be won by the safety player if she needs tochoose concrete outputs
for x at each cyclet, since at even clockcyclest = 2j she cannot predict what the com-
ponent is going to write as output. However if we consider moves as proper allow sets
this problem disappears. At even clockcycles the safety player may simply allowx to
vary freely by allowingx to be either high or low:h(s0 . . . s2j+1) = {x, x}, and at
odd clockcycles the safety player may restrictx depending on what she observed in the
previous state:h(s0 . . . s2j) = {x} in cases2j(x) = 1 or h(s0 . . . s2j) = {x} in case
s2j(x) = 0.

The algorithm in [13] already treats moves for the safety player as allow sets. This
facilitates abstraction for the higher levels in the control hierarchy. Note that, if we
require the safety player to chooseconcretecontrol outputs she has no choice but to
emulate all subordinate control that we incorporated in thegame board. If she would
choose a concrete control ouput that is forbidden by subordinate control the system will
block. Such an interpretation would defeat the purpose of anincremental algorithm like
COCOS. Instead in our interpretation the safety player can safelyallow a control output
that is forbidden by subordinate control. Intuitively we can see this as a form of output
confusion among a control locality and its subordinate control localities.

Future Work We are currently working on an implementation of the framework in
a prototype tool. For the operations that we defined here on a semantic level to be
implemented efficiently, we are using a symbolic representation of context assumptions
as antichains over info/allow pairs, and the dual representation for control constraints
as antichains over info/deny pairs.

For solving games we are using a combination of forward and backward methods.
The lower control localities can typically be handled by forward methods, which has
an advantage that only reachable states are considered. Forthe higher control localities,
where there is more room for abstraction, we switch to a backward counter example
driven algorithm like in [13]. In this way we fully exploit the subordinate control con-
straints.
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A Proofs

A.1 Sanity Lemmas

Lemma 4 (Joins and Meets Preserve Signatures)For a givenF ⊆ F [X i → Xo], it
holds⊔F ∈ F [X i → Xo] and⊓F ∈ F [X i → Xo]. ⊳

Proof (Lemma 4)Let F ⊆ F [X i → Xo], f⊔ = ⊔F , andf⊓ = ⊓F . We need to show
thatf⊔ ∈ F [X i → Xo] andf⊓ ∈ F [X i → Xo].

First, we provef⊔ ∈ F [X i → Xo]. Assume, for contradiction,f⊔ /∈ F [X i → Xo].
By Definition 4 (Permissibility) it follows there existsσ, σ′ ∈ S∗ ands, s′ ∈ S such
thatσ ∼Xio σ′, and, wlog,s ∈ f⊔(σ), ands′ /∈ f⊔(σ′). It follows by definition off⊔
that there existsf ∈ F such thats ∈ f(σ) and for allf ′ ∈ F it holdss′ /∈ f ′(σ′) in
particulars′ /∈ f(σ′). But this would mean thatf is not permissible for the signature
[X i → Xo] which establishes the required contradiction.

Next, we provef⊓ ∈ F [X i → Xo]. Assume, for contradiction,f⊓ /∈ F [X i → Xo].
By Definition 4 (Permissibility) it follows there existsσ, σ′ ∈ S∗ ands, s′ ∈ S such
thatσ ∼Xio σ′, and, wlog,s /∈ f⊓(σ), ands′ ∈ f⊓(σ′). It follows by definition off⊓
that there existsf ∈ F such thats /∈ f(σ) and for allf ′ ∈ F it holdss′ ∈ f(σ′) in
particulars′ ∈ f(σ′). But this would mean thatf is not permissible for the signature
[X i → Xo], which establishes the required contradiction. �

Lemma 5 (Joins Preserve Safety)For a givenf ∈ F , a subsetF ⊆ F , and ĝ =
⊔{g ∈ F | f ⊓ g ∈ Safe} it holdsf ⊓ ĝ ∈ Safe. ⊳

Proof (Lemma 5)Let f ∈ F and ĝ = ⊔{g ∈ F | f ⊓ ĝ ∈ Safe}. Assume, for
contradiction, thatf ⊓ ĝ /∈ Safe. It follows by Definition 2 (Safety) there must exist
σ⌢s′ ∈ Reach(f ⊓ ĝ) such that(f ⊓ ĝ)(σ⌢s′) = ∅. Then by Definition 2 (Consis-
tency) it must hold that(f ⊓ ĝ)(σ) ∋ s′. Hence,ĝ(σ) ∋ s′. It follows by definition
of ĝ that there existsg ∈ F such thatf ⊓ g ∈ Safe andg(σ) ∋ s′. Then, again by
Definition 2 (Prefix–closedness) it followsσ⌢s′ ∈ Reach(f ⊓ g). But, becauseg ⊑ ĝ,
it follows (f ⊓ g)(σ⌢s′) = ∅, this would meanf ⊓ g /∈ Safe which establishes the
required contradiction. �

Lemma 6 The weakest safe global strategyĥP , from Definition 7, is well–defined.⊳

Proof (Lemma 6)First, we need that̂hP is of the right signature:̂hP ∈ F [Xci → Xco],
this is ensured by Lemma 4. Second, we need thatĥP is safe:fP ⊓ ĥP ∈ Safe, this is
ensured by Lemma 5. �

Lemma 7 The operationWeakestContextK(·), from Definition 9, is well–defined.⊳

Proof (Lemma 7)This proof is completely analogous to the proof of Lemma 6. First,
we need thatg′K is of the right signature:g′K ∈ F [Xpo

K \ Xpi
K → Xpi

K \ Xpo
K ], this is

ensured by Lemma 4. Second, we need thatg′K is safe:fK ⊓ g′K ∈ Safe, this is ensured
by Lemma 5. �

Lemma 8 The operationStrongestControlK(·), from Definition 10, is well–defined.⊳

18



Proof (Lemma 8)First, we need thath′
K is of the right signature:h′

K ∈ F [Xpo
K ∩

Xci → Xpi
K ∩Xco], this is ensured by Lemma 4. Second, we need thath′

K is conserva-
tive: (fK ⊓ ĥK↓) ⊓ gK ⊑ h′

K , this follows directly from the definition of the infimum
strategy. �

A.2 Preservation Lemma

For the preservation results we rely on the existence of infimum and supremum strate-
gies over given signatures. But this is a rather technical explanation. What intuitively
happens, is that we are conservativelyfollowing a strategyg ∈ F with a given signa-
ture[X i → Xo]. Conservatively following a strategy with a given signature sometimes
entails making an over approximation of the allowed successors in order not to exclude
possible behaviour of the underlying strategy.

Definition 11 (Follower Strategy) For a given strategyg ∈ F and a given signature
[X i → Xo] we define thefollower strategyg[Xi→Xo] such that for allσ ∈ S∗ we have

g[Xi→Xo](σ) = {s ∈ S | ∃σ′ ∈ S∗.σ ∼Xio σ′ and∃s′ ∈ g(σ′).s ∼Xo s′}

⊳

Lemma 9 For a given strategyg ∈ F and a given signature[X i → Xo] it holds
g[Xi→Xo] = ⊓{g′ ∈ F [X i → Xo] | g ⊑ g′}, i.e.: the follower strategy is the infimum
strategy aboveg over the given signature. ⊳

Proof (Lemma 9)It is clear thatg ⊑ g[Xi→Xo] andg[Xi→Xo] ∈ F [X i → Xo]. To
see that it is really theleastupper bound let us assume someh ∈ F [X i → Xo] such
that g ⊑ h. Now we need to show thatg[Xi→Xo] ⊑ h. So assume, for contradiction,
g[Xi→Xo] 6⊑ h. It follows there exists someσ ∈ S∗ such thatg[Xi→Xo](σ) * h(σ). So,
wlog, assumes /∈ h(σ) ands ∈ g[Xi→Xo](σ). From the latter we obtain existence of an
alternative traceσ′ ∈ S∗ and an alternative successors′ ∈ g(σ′) such thatσ′ ∼Xio σ
ands′ ∼Xo s. Now by permissibility ofh and our assumption thats /∈ h(σ) we obtain
that s′ /∈ h(σ′), since by assumptions′ ∈ g(σ′), it would follow thatg 6⊑ h, which
establishes the required contradiction. �

We may now go back and work out the proof–sketch we have already given for
Lemma 1. We recall that the lemma says that theWeakestContextK(·) operation on
PuCs preserves conservativity.

Proof (Lemma 1)Let M be a conservatively constrained PuC. LetK ∈ C be some
control locality. Now forM ′ = WeakestContextK(M) we must show thatM ′ is con-
servative. We recall that by definition the only difference betweenM ′ andM lies in the
strengthened context assumptionsg′K ⊑ gK (cf. Definition 9). So for conservativity it
would suffice to provefP ⊓ ĥP ⊑ g′K (cf. Definition 8).

The main proof idea is to turn the behaviour of the global system — consisting
of the global plant behaviourfP restricted by the weakest safe global control strategy
ĝP — into a context assumption̂gK for control localityK, by following the global
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system’s behaviourfP ⊓ ĝP with the context signature for localityK. We then show
that the assumptions that we constructed in this way areconservative: fP ⊓ ĥP ⊑
ĝK , and we show that they aresafe: (fK ⊓ hK↓) ⊓ ĝK ∈ Safe. This suffices since
g′K , by Definition 9, is theweakest safe context assumptionso, in particular, it will be
weaker than the constructed assumptions:ĝK ⊑ g′K , since these are conservative by
construction it will follow thatg′K is conservative as well:fP ⊓ ĥP ⊑ g′K .

First, we introduce some shorthand for the context signature for control localityK,
so let [Xgi

K → Xgo
K ] = [Xpo

K \ Xpi
K → Xpi

K \ Xpo
K ]. Next, we construct the required

context assumptions for control localityK, as follows:ĝK = (fP ⊓ ĥP )[Xgi→Xgo].

By Lemma 9 we obtainfP ⊓ ĥP ⊑ ĝK . It remains to show(fK ⊓hK↓)⊓ ĝK ∈ Safe.
For this, we will first prove that (1)(fK ⊓ hK↓) ⊓ ĝK = (fK ⊓ ĝK), and then we will
prove that (2)fK ⊓ ĝK ∈ Safe.

For (1), it would suffice to shoŵgK ⊑ hK↓. We will use the assumption thatM

is conservative, and the fact thathK↓ ∈ F [Xgi
K → Xgo

K ], i.e.: the signature for the
context assumptions is wider than the signature for the subordinate control constraints.
Now assume, for contradiction,ĝK 6⊑ hK↓ from this it would follow that there exists
some traceσ ∈ S∗ and some states /∈ hK↓(σ) while s ∈ ĝK(σ). From the latter it
follows that there exists an alternative traceσ′ ∈ S∗ and an alternative successor state
s′ ∈ (fP ⊓ ĥP )(σ′) such thatσ′ ∼

X
gio

K

σ ands′ ∼X
go

K

s. But then, by the fact thathK↓

is permissible for[Xgi → Xgo] and our assumption thats /∈ hK↓(σ) it would follow
that s′ /∈ hK↓(σ

′), and this would imply thatfP ⊓ ĥP 6⊑ hK↓, which in turn would
imply thatĥP 6⊑ hK↓, which contradicts our assumption thathK↓ is conservative.

For (2), assume,σ⌢s ∈ Reach(fK ⊓ ĝK). It follows there existsσ′ ∈ S∗ and
s′ ∈ (fP ⊓ ĥP )(σ′) such thatσ′ ∼Xgio σ ands′ ∼Xgo s. By Prefix–closedness this
impliesσ′⌢s′ ∈ Reach(fP ⊓ ĥP ). We now construct a third traceσ′′⌢s′′ ∈ S∗ such

that for alli ≤ |σ′′| it holdsσ′′
i ∩Xpio

K = σi∩Xpio
K andσ′′

i ∩X
pio

K = σ′
i∩X

pio

K ands′′∩

Xpio
K = s∩Xpio

K ands′′∩X
pio

K = s′∩X
pio

K , whereX
pio

K = X \Xpio
K i.e.: this third trace

σ′′⌢s′′ is consistent withσ on all plant in– and outputs of localityK and it is consistent

with σ′ on all other propositions. Moreover, sinceσ ∼Xgio σ′ andXpio

K
⊆ X

pio

K ∪Xgio
K

it holds, in addition, for alli ≤ |σ′′| thatσ′′
i ∩ Xpio

K
= σ′

i ∩ Xpio

K
, i.e.:σ′′ is consistent

with σ′ on all in– and outputs of localityK = P \K. And finally, sinceσ ∼Xgio σ′ and

Xcio
P ⊆ X

pio

K ∪Xgio
K it holds, in addition,σ′′

i ∩Xcio
P = σ′

i ∩Xcio
P , i.e.:σ′′ is consistent

with σ′ on all control in– and outputs. The latter proves thatĥP (σ′′) = ĥP (σ′). Now
note thatfP = fK ⊓ fK , moreoverfK ∈ F [Xpi

K → Xpo
K ] andfK ∈ F [Xpi

K
→ XK ].

Hence, by permissibility,fK(σ′′) = fK(σ′) andfK(σ′′) = fK(σ′), these two facts
together provefP (σ′′) = fP (σ′). Now note that for the successor states′′ it holds
s′′ ∼X

po

K

s′ ands′′ ∼X
po

K

s′ ands′′ ∼Xco
P

s′. And, sinces′ ∈ (fP ⊓ ĥP )(σ′), it follows

s′′ ∈ (fP ⊓ ĥP )(σ′′). It follows, σ′′⌢s′′ ∈ Reach(fP ⊓ ĥP ). By safety offP ⊓ ĥP this
impliesfK(σ′′⌢s′′) ∩ ĥP (σ′′⌢s′′) 6= ∅. Now note thatfK(σ′′⌢s′′) = fK(σ⌢s) and
ĝK(σ′′⌢s′′) = ĝK(σ⌢s) and, by definition,̂gK(σ′′⌢s′′) ⊇ ĥK(σ′′⌢s′′). It follows
fK(σ′′⌢s′′) ∩ ĝK(σ′′⌢s′′) 6= ∅. Hence,(fK ⊓ ĝK)(σ⌢s) 6= ∅. �
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