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Abstract—Secure access is prerequisite for a Mobile Personal
Device (MPD) in a Personal Network (PN). An authentication
method using biometrics, specifically face, is proposed in this
paper. A fast face detection and registration method based on a
Viola-Jones detector is implemented, and a face-authentication
method based on subspace metrics is developed. Experiments
show that the authentication method is effective with an Equal
Error Rate (EER) of 1.2%, despite its simplicity.
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1. INTRODUCTION

In the context of the Personal Network (PN), the security of
user information in the network becomes especially important.
Therefore, the Mobile Personal Device (MPD), which links the
user and the network in mobile situations, puts forward high
demands on the user authentication.

The traditional way to protect the information is by tokens
or PINs (Personal Identification Number), which are easy to
implement, but constantly under the risk of being stolen, or
forgotten. Biometrics, the unique biological or behavioral
characteristics of a person, is one of the most popular and
promising alternatives to solve this problem [1]. It is
convenient for the user because it cannot be lost or forgotten,
and it is virtually the only form of authentication that ensures
the physical presence of the user. Based on biometrics, our
work aims at building up a secure, convenient, and efficient
interface between the MPD and the user in the PN.

This paper is organized as follows. Section II addresses the
challenges of biometric authentication in the MPD, Section III
proposes our solution, and Section IV presents the preliminary
results of the proposed system.

II.  BIOMETRIC AUTHENTICATION IN THE MPD

A.  Security Aspects

There are two types of authentication in the MPD scenarios:
authentication at logon time and at run time. The second type
of authentication is important because it can prevent
unauthorized users from taking an MPD in operation and
accessing confidential user information from the PN.

The false-accept rate (FAR) and the false-reject rate (FRR)
are used to quantify the biometric authentication performance.
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The FAR specifies the probability that an imposter can use the
device, and is, therefore, closely related to security. The
traditional PIN code can achieve the FAR as low as 10™, where
n is the length of the PIN digits. With the incorporation of
biometric authentication, the security at run time will be
realized. To guarantee the security both at logon time and run
time, the FAR of the biometric authentication system should be
sufficiently low.

B.  Convenience Aspects

The FRR, on the other hand, is closely related to user
convenience. A false reject will force the user to re-enter
biometric data, which will cause annoyance. This obviously
leads to the requirement of low FRR of the biometric
authentication system.

In terms of convenience, a much higher degree of user-
friendliness can be achieved if the biometric authentication is
transparent, which means that the authentication can be done
without explicit user actions. Transparency should be
considered as a requirement for the authentication at run time,
because regularly requiring a user, who may be concentrating
on a task, to present the biometric data is neither practical nor
convenient.

C. Complexity Aspects

Ongoing authentication will constantly consume the
computational resources of the MPD. Because the MPD
operates in the PN, it offers the possibility that biometric
templates are stored in a central database and that the
authentication is done in the network. Although the constraints
on the algorithmic complexity become less stringent, this
option brings a higher security risk. Firstly, when biometric
data has to be transmitted over the network it is vulnerable to
eavesdropping [2]. Secondly, the biometric templates need to
be stored in a database and are vulnerable to attacks [3]. These
are problems difficult to solve. Conceptually, it is also
preferable to make the MPD authentication more independent
of other parts of the PN.

Therefore, the authentication needs to be implemented in
the MPD, and this requires that the complexity of the algorithm
be kept low, such that it can be executed on the MPD state-of-
the-art hardware, and while executed, does not disturb other
MPD functions.
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