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Abstract- In recent years the protection of biometric data
has gained increased interest from the scientific community.
Methods such as the helper data system, fuzzy extractors,
fuzzy vault and cancellable biometrics have been proposed
for protecting biometric data. Most of these methods use
cryptographic primitives and require a binary representation
from the real-valued biometric data. Hence, the similarity
of biometric samples is measured in terms of the Hamming
distance between the binary vector obtained at the enrolment
and verification phase. The number of errors depends on the
expected error probability Pe of each bit between two biometric
samples of the same subject. In this paper we introduce a
framework for analytically estimating Pe under the assumption
that the within- and between-class distribution can be modeled
by a Gaussian distribution. We present the analytic expression
of Pe as a function of the number of samples used at the
enrolment (Ne) and verification (Nv) phases. The analytic
expressions are validated using the FRGC v2 and FVC2000
biometric databases.

I. INTRODUCTION
With the increased popularity of biometrics and its ap-

plication in society, privacy concerns are being raised by
privacy protection watchdogs. This has stimulated research
into methods for protecting the biometric data in order to
mitigate these privacy concerns. Numerous methods such
as the helper data system [9], [10], [11], fuzzy extractors
[2], [5], fuzzy vault [8] and cancellable biometrics [15] have
been proposed for transforming the biometric data in such a
way that the privacy is safeguarded. Several of these privacy
or template protection techniques use some cryptographic
primitives (e.g. hash functions) and error correcting codes
(ECC) and require a binary representation of the biometric
sample, referred to as the binary vector.

Fig. 1 shows a high level overview of a biometric system
that extracts a binary vector from a biometric sample, e.g. a
fingerprint image. In the enrolment phase, where the subject
presents itself to the biometric system, a biometric sample
is obtained and sent to the feature extraction module. The
biometric sample is preprocessed (enhancement, alignment,
etc.) and a real-valuedfeature vector feC RNF is extracted,
where NF is the number of feature components. In the
verification phase, another biometric sample is taken from
which its feature vector fR is extracted. In a classical
biometric system, the matcher would base its decision on the
similarity between the feature vectors f1 and fR. Because
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of the binary vector requirement, the real-valued feature
vectors are quantized, i.e. bits are extracted from each
feature component, obtaining the binary vectors fB and fB.
The quantization process turns into a binarization process
when only a single bit is extracted from each real-valued
component of the biometric sample. In the literature, various
quantization and binarization schemes have been presented
[3], [4], [9], [10]. In this paper we focus on the binarization
scheme based on thresholding, which is used in the helper
data system schemes [9], [10]. When multiple samples are
taken, a feature vector is extracted from each sample and
sent to the quantization block, which quantizes the average
feature vector.
The transition from a real-valued to a binary representation

of the biometric sample according to [9], [10] implies that the
similarity between two biometric samples can be measured
in terms of the Hamming distance, i.e. the number of
bit errors between the binary vectors. The number of bit
errors depends on the probability of each bit to change
between two biometric samples of the same subject. Each
subject will have a different error probability and we are
interested in the average error probability seen over the whole
population, referred to as the expected error probability Pe.
Because the classification performance of a biometric system
depends on the Pe of each component, the performance
could be estimated if we can estimate Pe. In this paper we
introduce a framework for analytically estimating the Pe of
each bit in the threshold-based binarization scheme under
the assumption that the real-valued features are distributed
according to Gaussian models characterized by the within-
class variance oj2 and the between-class variance o'. The
Gaussian assumption is used as the basis of our analytic
framework, because due to the central limit theorem we can
assume that the real-valued features will tend to approximate
a Gaussian distribution when they are obtained by a linear
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Fig. 1. A high level overview of a biometric system where binary vectors
are extracted.
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