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Abstract. Ahoy, a protocol to perform local service discovery in ad-hoc net-
works is described in this paper. The protocol has been implemented in a discrete-
event simulator to study its performance in case of a multihop mobile ad-hoc net-
work. Especially the effect of mobility on the network load and the probability

of finding services is investigated. Experiments show that the load caused by ad-
vertisement messages is very low, even when the mobility is increasing. For low
speeds the percentage of found services is close to the maximum possible, while
even at high speeds the probability of finding a service is still reasonable.

1 Introduction

Ad-hoc networks are used to enable wireless communication between mobile nodes
without making use of any infrastructure. Users of these networks want to interconnect
their devices, make use of services provided by other devices, and have the possibility
to offer their own services to other devices. In many cases it is useful to be able to find
the nearest available service, also called service discovery, such as a printer or scanner.
In such an ad-hoc network environment we want to be able to find services that are
located nearby, while keeping in mind the limited power and network capacity.

In [1] we described a simple local service discovery protocol and presented ex-
periments in a static situation, without node mobility. In this paper, we introduce a
keepalive mechanism to the protocol to save bandwidth. We use_kbep messages
instead of larger advertisement messages where possible. We implemented this new
protocol, now named Ahoy, in a discrete-event simulator. Furthermore, in this paper we
study the effect of mobility, the amount of bandwidth it takes to keep information about
local services up-to-date, and the effect on the success probability of queries; this has
not been done before.

The organization of this paper is as follows. Section 2 describes other research re-
lated to service discovery in ad-hoc networks. Section 3 discusses our service discovery
solution using attenuated Bloom filters; the hash functions we use, the effect of mobil-
ity on the protocol, and the impact of false positives. Section 4 describes the simulation
setup and Sect. 5 gives simulation results of the protocol when there is mobility. Finally,
Sect. 6 presents the conclusions and future work.

* This work is supported by the Dutch Ministry of Economic Affairs under the Innovation Ori-
ented Research Program (IOP GenCom, QoS for Personal networks at Home).



2 Related Work

Several service discovery protocols have been developed for computer networks. We
look at the suitability of some of them for local service discovery in a mobile ad-hoc
network (MANET). One distinction we can make is between centralized and distributed
solutions. An example of a centralized service discovery system, with a directory server
that stores all available services is SLP [2]. All devices in the network have to commu-
nicate with this directory server, which is a disadvantage for mobile ad-hoc networks,
as there is limited network capacity and this server might not always be reachable.

A distributed solution has some advantages in a mobile ad-hoc network [3]; it can be
proactive or reactive. A proactive solution forwards advertisements of available services
to all nodes when there are any changes, whereas in a reactive solution query messages
are forwarded through the network at the time a service is needed. A proactive solution
has the advantage of services being available quicker at the cost of some bandwidth.
An example of such an approach is Zeroconf [4], e.g., implemented as Apple Bonjour,
an IETF protocol that enables the discovery of services on a local area network. A us-
able IP network is automatically created without the need for configuration or special
servers, but it is limited to a single subnet. Bonjour does allow service discovery out-
side a single subnet, but this requires special DNS configuration and a connection to
an infrastructure network. Thus in a multihop ad-hoc network Apple Bonjour cannot
be used for local service discovery. In [5] the newscast epidemic protocol is used to
provide a robust overlay network that adapts to (large) changes in a dynamic network.
It uses quite some bandwidth to accomplish this, which makes it not suitable for wire-
less networks. Another approach was taken with HESED [6], where query messages are
multicasted to all nodes. Selective edge nodes are used to reduce the number of multi-
cast packets. Matching servers multicast their information to all nodes as well. Clients
cache this information and use it to reduce the number of query messages.

For service discovery in ad-hoc networks, where we want to discover services lo-
cated nearby, we need a fully distributed solution, suitable for multihop networks. Many
nodes in ad-hoc networks will be mobile with a wireless network interface. Further-
more, such an approach should work as soon as a new node arrives, without the need to
pre-establish a cluster or group. The Group-based Service Discovery Protocol (GSD)
[7] is a distributed protocol for MANETS. In GSD, advertisements are limited to nodes
within a maximum number of hops and services are grouped to allow selective for-
warding of queries. The grouping of services is based on the semantics of the service
descriptions and is predefined. Queries are forwarded to a node that has advertised ser-
vices in the same group as the service might be available near this node. GSD does
allow users to find a service within a maximum number of hops, but not necessarily the
nearest service. Furthermore, groups need to be predefined and services classified in
these groups to make use of selective forwarding of queries. Proximity Discovery Ser-
vice (PDS) [8] also provides proximity based service discovery. This solution relies on
the availability of the real geographic location by using a GPS satellite receiver, which
we don’t consider as a requirement for our protocol.

Attenuated Bloom filters have been used in [9] for context discovery. There, an
analysis is done on the false positive probability and the size and depth of the used
Bloom filters. Optimum values are found for several parameters to make efficient use
of bandwidth. Here, we extend the service discovery protocol with a keep-alive mecha-



nism to minimize the bandwidth usage further. Also, the impact of mobility on service
discovery with respect to bandwidth usage and reachability of services is evaluated.

The Ahoy protocol is a combination of a proactive and a reactive approach; a sum-
mary of available services is forwarded between neighbors upto a certain number of
hops and queries are selectively forwarded using the information in the summary. The
work presented in this paper further evaluates the idea of using attenuated Bloom filters
for service discovery, especially in the presence of mobility.

3 The Ahoy Service Discovery Protocol

The Ahoy service discovery protocol is described in this section. Firstly, an overview
is given of the protocol and the usage of Bloom filters. Secondly, the advertising and
querying algorithms used in the protocol are explained. Then we discuss the hash func-
tions used, the effect of mobility on the protocol, and the impact of false positives.

3.1 Overview

A Bloom filter [10] can be used to describe the membership of objects in a set, with
a small chance of false positives. It consists of an arraw bits, initially all set to

0. A number ofb independent hash functions over the rang&/]1s used to map a

text string to the Bloom filter. A total number bfbits are set in the Bloom filter, one

for each hash result. Some of the bits might be overlapping, that is, two different text
strings might partially map to the same bits. A service, represented by a text string,
is considered to be represented in a Bloom filter when all bits corresponding ko the
hashes of this text string are set. For local service discovery in ad-hoc networks we
propose to use attenuated Bloom filters [11]. They were introduced as a method to
optimize the performance of location mechanisms especially when objects to be found
are located nearby. We use Bloom filters in our service discovery protocol, because they
can highly compress service availability information and thus reduce the bandwidth
usage of the protocol.

An attenuated Bloom filter is a stack of standard Bloom filters of ddpivery row
in the filter represents objects at a different distance, indicated by the number of hops.
Nodes maintain a separate attenuated Bloom filter for every link to a direct neighbor.
This enables to select a link where an object most likely can be found, a so-called match-
ing link. Periodically, an advertisement packet is broadcasted to all direct neighbors.
The packet contains an attenuated Bloom filter, which represents the services reachable
through the sending node. The attenuated Bloom filter is created by combining, a sim-
ple OR operation, all attenuated Bloom filters from all available links. This result is
shifted down one layer and then combined with the node’s own Bloom filter. See below
for more details of the advertisement procedure.

When a client wants to find a specific service it will check whether the service is
available locally. If this is not the case the client will check its attenuated Bloom filters
and send a query packet to any link with a matching Bloom filter. A node receiving such
a query again will check for local availability of the service, check its attenuated Bloom
filters, and forward the query to any link with a matching Bloom filter. A node that
does provide the service will send a response packet back along the path the queries



followed (in reverse order), as will be explained later. When the client receives the
response packet it can call upon the service, although there is a possibility it does not
exist.

3.2 Advertising

Algorithm 1 shows the actions taken by each node independently when packets related
to advertisements arrive in a node.

1 switch received packeio

2 casekeepalive

3 if BC_ID != previous BC_ID then

4 send (requestipdate packet to originating link);
5 update cleanup timer for neighbor;

6 caseadvertisement

7 if BC_ID != previous BC_ID then

8 store received attenuated Bloom filter;

9 store BCID;
10 foreachlayer do
11 combine attenuated Bloom filters from links;
12 if advertisement packet != previous advertisement paitiet
13 send (advertisement packet to all links);
14 update cleanup timer for neighbor
15 caserequestupdate packet
16 send (advertisement packet to originating link);

Algorithm 1: Advertisement (Run by Each Node Independently)

Advertisement messages include the attenuated Bloom filter as well as a broadcast
identification field (BCID) that uniquely identifies the advertisement packets per neigh-
bor. Keepalive messages are broadcasted to all direct neighbors pggnd seconds.

This period consists of a fixed part and a random part. The random part is added to
desynchronize the keeglive messages from all nodes. It also prevents peaks in band-
width used by keeplive messages. The keafive messages include the BD value

from the last sent advertisement packet. Because the size of thekeemessages is

small compared to the size of the advertisements, the bandwidth usage is lower than in
the case where we would send advertisement messages periodically. This also means
we can send more kegglive messages for the same network load and thus be able to
detect changes in the network, like a new neighbor with new services, quicker. Sending
one UDP packet in an ad-hoc network also involves MAC, IP and UDP header over-
head, where part of the MAC header is transmitted at a lower speed. Thus the number of
messages we can send more does not only depend on the time it takes to send advertise-
ment and keelive messages of a specific size, but also on the time it takes to transmit
the overhead. Receiving a keafive packet (line 2) with a specific B signifies all
neighboring nodes that the services announced with the advertisement packet with the
same BCID from the same neighbor are still valid. The only action a node takes when
the BCID matches is postponing the clean up procedure as explained below. When



the BCID does not match (line 3), this signifies that the node has old information and
should request an update of the available services reachable through the neighbor that
sent the keeplive packet. This situation could occur when an advertisement packet is
lost, e.g., caused by interference in the radio link or by a new node moving into range. A
request update packet is then sent directly to the neighbor, there is no need to broadcast
this packet.

When an advertisement message is received (line 6) and thibRiiffers from
the BCID in the last advertisements from the same neighbor (line 7), théBénd
attenuated Bloom filter in the message are stored. All attenuated Bloom filters from all
neighbors are combined (line 10). In case the newly constructed advertisement differs
from the last advertisement sent (line 12), an advertisement message with the combined
attenuated Bloom filter is broadcasted to all direct neighbors.

Upon receipt of a request update packet (line 15) a node will send an advertisement
packet containing a full attenuated Bloom filter directly to the requesting neighbor.

A clean up procedure removes information of services reachable through a neighbor
when this neighbor is out of reach of a node for a certain amount of time. A node is
considered to be out of reach when the kedipe messages are no longer received
from this node. As packets can get lost in a wireless environment, a certain number of
consecutive keeplive messages should be allowed to be missed before the clean up
procedure is started. After this number of kedjye messages are missing, detected
by not receiving a keeplive packet for a number of keeglive periods, the node will
construct a new attenuated Bloom filter that represents the services reachable through
this nodes at this specific time, i.e., without the services of the node that got out of reach.
An advertisement packet containing this Bloom filter is transmitted to all neighbors
when it contains information that is different from the previous advertisement.

Advertisements are not transmitted immediately after receiving new information
from a neighbor for two reasons. Firstly, several nodes might receive an updated ad-
vertisement at the same time. Sending an advertisement immediately would result, with
high probability, in collisions of the advertisement packets in the wireless network. Sec-
ondly, sending an update will likely trigger a neighbor to also send an updated adver-
tisement. Randomization by adding a delay here allows to incorporate the information
from this advertisement and will limit the number of messages per second nodes will
send.

3.3 Querying

Algorithm 2 shows the query algorithm as it is run by each node independently.

Query messages contain a query identificatiod ) a maximum number of hops
the message should be forwarded as well as a Bloom filter representing the queried
service. The @D together with the address of the originating node of the query is used
to detect duplicates. When a node receives a query (line 2) withla iQhas seen
before, it can discard this query. In case thaBDis new (line 3), the maximum hops
value is decremented by one. As the initial maximum hops valdgeup to a maximum
of d hops away all services that match the query can be found. When the received query
matches a Bloom filter previously received from any neighbor (line 7,8), the @lue
is stored together with the link the message was received from and the source address



1 switch received packeio

2 casequery

3 if not originating node and @D match previous querthen

4 maximumhops -= 1;

5 if service matches Bloom filter localiiyen

6 send (response packet to originating link);

7 foreachlink L do

8 if service matches Bloom filter for link L upto maximbopsthen
9 send (query packet to);

10 storeQ.ID and linkQ query was received from;
11 caseresponse

12 if Q_ID matches previous quethen

13 send (response packet to link Q);

Algorithm 2 : Query (Run by Each Node Independently)

of the originating node. This information is used to send the response back along the
path the query traveled. The query is then forwarded to all neighbors with a matching
Bloom filter. The destination of the query, a node with a matching service, will send a
response back to the node the query was received from first. Upon receipt of a response
packet (line 11), a response packet is send to the neighbor the query was received from
(line 12), as known from the previously storedQ. All nodes repeat this process until

the query arrives at the originating node.

3.4 Hash functions

For our protocol we need a number of hash functions, which distribute the bits set uni-
formly over the entire Bloom filter for the service being hashed. This is to make the
probability of false positives as low as possible with a given Bloom filter width. In
essence, we can tolerate some false positives, so this can be one of the criteria for the
size of the Bloom filters being used. We use universal hashing [12]. These hash func-
tions have the property that for any two distinct inputs the probability of a collision
between those two inputs is the same as if we where using a uniform random function.
In our service discovery protocol different nodes use hash functions to generate a num-
ber of bits to be set in a Bloom filter for announcing services as well as for querying for
these services. Therefore, every node must use the same set of hash functions to be able
to find services. The number of hash functions needed is determined by the number of
bits that need to be set for every service that has to be represented in a Bloom filter.
For the bandwidth usage of the protocol to be minimized, about half the bits need to
be set in a Bloom filter [10]. In that case the false positive probability is low, while the
width of the Bloom filters is not too high. The Bloom filters afayers still have to fit

in a single IP packet, to avoid the overhead of sending multiple IP packets for a single
advertisement message.

3.5 False positives

False positives affect the service discovery as follows: a service can appear to be avail-
able through a specific neighbor due to a false positive. False positives can show up



as an effect of the combining of Bloom filters. When this happens in the lowest layer,
only this node is affected, all other neighbors will not have the false positive. However,
when it happens in layat-1, all neighbors will have the same false positive in layer

d, due to the way the advertisement procedure works. A query for such a service will
be forwarded until it reaches a node where the false positive does not occur; the query
along this path would then be silently dropped.

Generally, more nodes can be reached as the distance, and thus the maximum num-
ber of hops, increases. The lower layers of an attenuated Bloom filter will then contain
more services, which means more bits are set. Thus, the probability of a false positive
is higher in the lower layers than in the higher layers of an attenuated Bloom filter.

3.6 Mobility

In a situation, without node movement and without changes of services, results for
queries are returned in the time it takes to forward and process the query messages for a
maximum ofd hops and sending back a response message. The bandwidth used by the
protocol in this situation comes from sending kesdjye messages as well as the queries

and responses themselves. A more challenging situation for a service discovery protocol
appears when mobile nodes are moving around, so that there are changes in the services
reachable. The frequency of the keglive messages determines how quick an update

for a change in reachable neighbors and thus the update for the change in reachable
services is propagated. When one node has a change in any of its services, potentially
all nodes in a radius af hops will exchange advertisement messages to notify all nodes

in their range about the change.

4 Simulation Setup

The protocol described in the previous section has been implemented in the discrete-
event simulator OPNET Modeler, version 11.5 [13]. The mastationadv model from

the OPNET model library was used as a basis for our protocol implementation. In the
following experiments mobile nodes are placed in a simulation area. The nodes have
one wireless network interface that supports the IEEE 802.11b [14] standard for com-
municating with each other. The modified OPNET model was set to IEEE802.11b mode
with a bitrate of 11 Mbps. Packets are always sent at 11 Mbps, there is no rate adap-
tation. For the moment the transmission range is limited to 300 meters. When a node
is within a radius of 300 meters the free space path-loss propagation model, receiver
sensitivity and transmission power are used to determine whether the transmission is
successful or there is packet loss, i.e., packet transmissions may fail due to collisions
or radio conditions. When a hode moves out of this 300 meter radius of a sending node
there is no interference with this sending node. We do not use a routing protocol in
these experiments; from client to service the attenuated Bloom filters determine where
packets are sent. The response messages from service back to the client follow the re-
verse path. Every simulation run is done with different seeds for the random number
generator. The random number generator is used for all randomness in the standard
OPNET models, as well as the random times in our model. Also both the advertised
strings and the query strings are picked randomly using this random number generator,



unless stated otherwise. More specifically, every node advertises one service. We select
10 random ASCII characters as input for the hash function for every service and for
every simulation run. The clean up period is set to 40 seconds and the@keeperiod

is 15 seconds plus a random time, drawn every time a message is sent, uniformly dis-
tributed between 0 and 2 seconds. All protocol messages are sent over IP version 4 and
UDP, thus for every message there is an overhead of an IP and a UDP header. The total
message size further depends on the width and depth of the Bloom filter. Table 1 shows
the values of the parameters used in the experiments.

5 Experiments

Four different experiments have been selected to study the behaviour of our protocol
in varying degrees of mobility. The first two experiments examine a mostly static situ-
ation, where all nodes are fixed in a grid structure. One node moves through this grid
at different speeds and we examine the effect of the advertisement delay parameter,
as introduced in Sect. 3.2. Experiment 2 extends this experiment by investigating the
effect the delay has on reachability of services. The last two experiments introduce
more mobility; all nodes are moving randomly in the simulation area. Experiment 3
focuses on the advertisement load depending on the average speed of the nodes and the
maximum Bloom filter deptld. Experiment 4 investigates the percentage of successful
queries achieved by our protocol compared to the maximum possible as determined by
the transmission range and the position of the nodes.

5.1 Limited mobility experiments

We consider the situation where our service discovery protocol is used in an ad-hoc
network in which the nodes are relatively static. This scenario shows the effect of a
single node traveling through an area, where many stationary ad-hoc nodes provide
services. We position 61 nodes in a grid structure, which will stay stationary during the
experiments. The grid structure was chosen for basic understanding of the interaction
between nodes. Here one extra node (n6&8pwith a starting position outside the reach

of any other node starts moving after 20 minutes simulation time. In these 20 minutes all
other nodes learn each others services and then senchkeepnessages periodically.

As the keepalive messages for all nodes will be transmitted at random times, they will
not be synchronized to each other. The mobile node moves with a constant speed from
the bottom left to the top right in a straight line, as illustrated in Fig. 1. The spacing
between all nodes is 300 meter, so that the mobile node will be in reachable distance of
at least one node as long as it is in the center area (for about 2500 m).

The speed of this node is varied from 0 to 100 km/hr (27.8 m/s) in steps of 10
km/hr and for each speed 20 simulation runs are done. We let the simulation run long
enough to allow the mobile node move through the entire network, until it is out of
reach of any node again. The travel time depends on the actual speed of the node, the
higher the speed the shorter the required simulation time. M@dstarts learning about
available services and the Bloom filters are updated as it moves through the simulation
area. The depth of the attenuated Bloom filetis 5. Note that since the radius of the
network is also 5, services of the center node are propagated to the edge of the network.
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Fig. 1. Node movement

They would not propagate any further for a larger radius of the network. We selected
the number of bitd = 8 and the Bloom filter widthw = 512 bits. The size of one
advertisement message, including MAC, IP, and UDP headers is then 384 bytes.

Experiment 1 In this experiment we measure the number of advertisement messages
sent by the moving node (nod&?), the center node (node, and the average for all
nodes in the network. We do this while the moving node is within range of at least
one of the static nodes of the network, i.e., we count all messages from the time the
moving node comes within reach of the network until this node leaves the area where
the other nodes are. The node is considered to be in range of one of the other nodes
as long as it has neighbors for which it keeps an attenuated Bloom filter. After the
last neighbor information has been removed through a clean up operation, we consider
the node to be out of reach. We use the advertisement delay as a parameter for these
experiments. The advertisement delay consists of a fixed and a random part. We always
choose the random delay uniformly between 0 and 0.5 seconds, but vary the fixed delay.
For different speeds the time we do the measurements will be different.

Figure 2 shows the number of advertisement messages per second per node aver-
aged over all nodes during the simulation runs. We can observe that the advertisement
load increases linearly with the speed of the mobile node. As the speed of the mo-
bile node approaches zero, we see no advertisement messages at all. Nodes only send
keepalive messages to inform each other that there are no changes. As the speed of the
mobile node increases, the number of advertisement messages per second increases as
well, to keep all nodes up-to-date of the changed services. As the speed is increased
to 100 km/hr (27.8 m/s) advertisement load increases to approximately 0.07 message
per second. On average, nodes then use 215 5p8.002% of 11 Mbps) for sending
advertisement messages. As a reference: the AODV [15] routing protocol sends 608 bps
of HELLO messages when a node is part of an active route. Note that in this graph the
influence of the advertisement delay parameter is hardly visible.



When we look at the number of sent advertisements per second for two specific
nodes some interesting phenomena can be observed. Both the mobile node (see Fig. 3)
and the center node (see Fig. 4) exhibit the same linear increase of the advertisement
load as the speed of the mobile node increases. In both figures the average number of
advertisement messages from Fig. 2 is included for reference. However, the load of the
center node, and especially of the mobile node increases much steeper than the load of
an average node. At 100 km/hr (27.8 m/s) the load of the center node is almost twice the
load of an average node, the load of the mobile node is approximately four times that
value. This can be explained by the fact that the center node is on the trajectory of the
mobile node, so most of the time, changes in reachability of services (from the mobile
node) occur withind=5 hops. Of course the reachability of services from the mobile
node changes continuously, so that the mobile node has an even higher advertisement
load. Note however that the absolute value of the advertisement load is still very low.
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Let us now consider the influence of the advertisement delay parameter on the ad-
vertisement load. From Fig. 2, it can be observed that the parameter hardly has any
effect for an average node, although at higher speeds of the mobile node, some influ-
ence starts to be visible. For the mobile node itself, the impact of the advertisement
delay is more pronounced (see Fig. 3). Even at moderate speed, significant savings in
the advertisement load can be achieved by delaying advertisements for 1 or 2 seconds.
For the center node (Fig. 4) the effect of the parameter is less straightforward. There
appear to be nonlinear increases of the load for certain delay values, especially for the
center node, but also for the mobile node. Below, we will give an explanation for these
deviations.

When we look at the mobile node moving from the bottom left to the top right
through the area, as shown in Fig. 5, we see that the mobile node will getin range of the
nodes A and C as soon as it reaches the position of node D. From this moment on, nodes
A and C can receive the keegive messages sent by the mobile node, and the mobile
node can receive the keglive messages sent by nodes A and C. Kalye messages
are sent periodically, so some time will elapse before either node A or C receives one
from the mobile node, or the mobile node receives one from node A or C. Let us assume
that the mobile node is the first node to receive a kalgge message, and it receives it
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when it is exactly on the border of the outer shaded area. This will trigger the exchange

of a requesupdate message and a subsequent unicast advertisement message, because
the keepalive message will refer to an unknown advertisement. Taking into account
that this advertisement will contain as yet unknown services, its receipt will trigger the
mobile node to broadcasting a new advertisement message. However, the mobile node
will only broadcast the advertisement after waiting for the advertisement delay, during
which the mobile node can travel to the border of the inner shaded area.

If the mobile node is within the inner shaded area when broadcasting its new adver-
tisement to nodes A and C, the broadcast will also be received by node B, which will
save the transmission of an extra broadcast message. It can be seen that this saving only
occurs when the time of waiting for a keafive message from node A or C, plus the
advertisement delay (plus the time for exchanging some messages) is sufficient for the
mobile node to travel from the point where it gets in reach of nodes A and C to the point
where it also gets in reach of node D. Note that a similar, yet slightly different effect
occurs if either node A or C is the first node to receive a kaldg message from the
mobile node.

So, the speed of the mobile node influences the advertisement load in two different
ways. If the speed increases, more changes in reachable services are detected, and hence
more advertisements are sent in the same time period. On the other hand, if the speed
increases, savings in the number of broadcasts to send can be made. The latter effect
depends on the advertisement delay, among others, and is not continuous. Note that the
same effect can also be observed for random topologies, although in a less deterministic
way.

Experiment 2 For the same network as in the above experiment, we now want to know
when a service can be found as long as the mobile node (G®pis moving through

the grid. We let nodé4 try to find one of nod&2'’s services. At the same time we
also let the mobile node try to find a service advertised by the center node,lnode
Both nodel and node52 advertise a static, not randomly determined, service. When
there is no match in any of the layers of the attenuated Bloom filter, nothing is done.
When a match is found in one of the layers of the attenuated Bloom filter, a query
is sent in that direction and forwarded as long as a match can be found and until it



reaches nodé2. At some points the location of the target node is not where it should
be according to the apparently outdated information in the Bloom filters. We want to
find how often the service is still found and a reply is sent back to and received by the
originating node. After 20 minutes, the time the mobile node starts moving, we start
querying for the services. The time between query tries on both nodes is exponentially
distributed with a mean value of one second. In the optimal case a service can be found
when a network path of at modthops exists between the client and the service. In
our regular grid network we know when such a network path exists and thus we can
normalise the number of successful queries to the maximum number of queries that
could be successful in this scenario.

We see in Fig. 6 that at low speeds the service is almost always found, it approaches
100% when the speed is low. When there is no mobility the service will always be
found as long as a path of at makhops exists. For increasing speeds the percentage
of found services decreases and is also more dependent on the delay parameter. We
can also see nonlinear behaviour in the percentage of successful queries for different
speeds, caused by the deviations in the number of advertisement messages found in the
previous experiment. When for a certain speed there are less advertisement messages,
this means there is less information of available services. On average the probability of
success to find a service will be lower as well for this specific speed. When we look
at the effect of the delay parameter, we see that for smaller delays the service is more
often found, because all nodes in the path between client and service will know about
changes quicker. This comes at the price of more bandwidth usage when changes are
detected.

Percentage of successful queries (normalized)
Percentage of successful queries (normalized)
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Fig. 6. Reachability of mobile node’s servicesFig. 7. Reachability of center node’s services
from node54 from mobile node

When we also compare the percentage of successful queries from the mobile node
to the center node, see Fig. 7, we see a difference. At higher speeds the percentage of
found services decreases more for nédethan for nodes2. This can be explained
by the distance or number of hops between client and service. The number of hops is
always large from nod&4 to node62, namely the maximum depth= 5 at which
the service still can be found. Especially in this case a higher delay causes the number
of found services to be lower, as there are more nodes in the path between client and
service that need time, proportional to the advertisement delay value, to update their



neighbors with new information. The percentage of successful queries from62ode

to nodel is less dependent on the speed and delay, because here client and service
are always moving towards each other or away from each other. As the position of
the mobile node changes there is always a node within one hop distance, that knows
a correct path less than a totalaf 5 hops to the service. Thus only a small part of

the path between client and service needs to be updated to be able to keep finding the
service.

5.2 Full mobility experiments

The following experiments investigate a more mobile situation, where a number of users
move through an area. There are 25 nodes in a simulation aléa®# 1500 meters,
which gives the same node density as in the limited mobility experiments. The nodes are
all moving according to a random waypoint pattern. The starting positions of the nodes
are uniformly spread over the simulation area and the nodes start moving as soon as the
simulation starts. For all nodes a destination is chosen distributed uniformly over the
simulation area. Nodes move towards their destination with a random speed and pause
at their destination for a random amount of time. After the pause a new destination
is chosen for the node with a new random speed. To prevent nodes getting trapped at
low speeds, as shown in [16], in our simulations we use a minimum speed of 0.1 m/s.
The maximum speed varies from 1 to 20 m/s and the wait time is uniformly distributed
between 0 and 30 seconds. A higher maximum speed means a higher average level of
mobility for the nodes in our simulation. All simulation runs use the same start positions
for the nodes, but we use 10 different random waypoint patterns per speed. The total
simulation time is 60 minutes. We discard 20 minutes of simulation time to allow the
random waypoint model to reach steady state. Then we start collecting results, thus
for different seeds the positions will be different from the moment we start looking as
well. We then vary the maximum depthof the attenuated Bloom filter from 1 to 5
and do 10 simulation runs for each value of the depth parameter._Nigl¢he only
node that advertises a fixed service. For these experiments the advertisement delay was
uniformly distributed between 2 and 2.5 seconds. All nodes send queries for a service
nodel advertises with an exponentially distributed query rate with a mean value of 5
seconds. We start querying after 20 minutes of simulation time.

From [9] we know that the false positive probability can be calculate®gs~
(1 — (1 — 1/w)b®i)®, wherez; represents the number of services in lajewhen
using the simulation parameters from experiments 3 and 4, the worst case false positive
probability occurs when all nodes are reachable in the lowest ldgr~ 0.012%.
Then for every query the probability of a false positive in lageof the attenuated
Bloom filter is approximately 0.012%. However, at the next hop the number of services
represented in layet-1 and thus the false positive probability is significantly lower. In
most cases a query message due to a false positive is forwarded only one hop and then
it will be discarded.

Experiment 3 In this experiment we study the effect of mobility on the number of
advertisement and query messages in the network respectively.

First, Fig. 8 shows for different maximum depttsand increasing mobility the
increase in the average number of advertisement messages per node. For low speeds



doubling the maximum depth of the attenuated Bloom filter from one to two causes
an almost twice as high number of advertisement messages, but going from a maxi-
mum depthd of four to five has a smaller effect. When we first look at increasing the
maximum depthd from one to two, we see the difference in the absolute number of
advertisement messages increase as the maximum speed increases. However, propor-
tionally seen there is a decrease. When we increase the maximumdiapite the
influence on the number of advertisement messages gets smaller. Also increasing the
speed any further does not result in an increase in the number of advertisement mes-
sages anymore. Thus at some point adding more mobility to the network does not give a
higher advertisement load anymore. Nevertheless, this does have an effect on the prob-
ability of finding a service as we describe below. The average number of advertisement
messages in both cases is limited by the kale period changes in the network can-
not be detected any quicker anymore. This means a higher maximumaidp#s not
result in more advertisement messages. Off course the size of the advertisement pack-
ets is larger as information from an extra layer in the attenuated Bloom filter has to be
transmitted, so there is still a cost involved when choosing the maximum ddpth
a specific situation. Without mobility the number of advertisement messages is 0 for
all depths. For a deptth = 5, the number of advertisement messages increases to 0.16
messages per second as the speed is increased to 20 m/s, which is still a low absolute
value.

Second, we examine the average query load experienced by the mobile nodes. Fig-
ure 9 shows that for increasing deptlof the attenuated Bloom filter the average num-
ber of queries increases more. For nodes located further away, there are more possible
paths from client to service over which queries are sent. When increasing the speed
of the mobile nodes, there is first a decrease in the query load at 3 m/s. From speeds
from 5 to 10 m/s the number of messages increases again. Speeds above 15 m/s result
in a faster increase which is more pronounced for larger deptdighe Bloom filters.
There are two effects that play a role, first, in a low mobility situation all Bloom filters
are almost always up-to-date. When, somewhere on the path from client to service, a
connection is broken due to mobility, this results in fewer query messages. Queries are
no longer forwarded from that point on. Second, for higher speeds, the clean up period
causes more nodes to be listed as direct neighbor. During this clean up period the infor-
mation from the old neighbors is still kept, while new neighbors are being discovered.
This explains the overall increase as more direct neighbors results in more queries. The
maximum number of query message occurs at a speed of 20 m/s fordieptivhere
we observe 6.3 query messages per second. Note that, the effect of false positives as
calculated in Sect. 5.2 is negligible in these results.

Experiment 4 We finally study the effect of mobility and the maximum deptbf the
attenuated Bloom filter on the probability to find a service. As the nodes are sending
queries when they find a match in their Bloom filters, we count the number of success-
fully found services, that is, a reply came back to the originating node. This is a measure
for the reachability of the service with our protocol for different mobility patterns and
varying maximum depth of the attenuated Bloom filters.

Figure 10 shows the percentage of successful queries for different levels of mobility
and different values of the maximum depthAs d increases, more layers are added
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tot the attenuated Bloom filters, the number of successfully found services increases as
well. As the number of layers present gets higher, adding another layer does not give
a large increase in the number of successfully found services anymore. Adding layers
4 and 5 gives us a slightly higher percentage of successful queries while increasing the
advertisement cost. Fdr= 5, the percentage of successful queries is 73%. As the aver-
age speed of the nodes increases, the number of successful queries decreases, resulting
in 55% success fall = 5. Propagating the changes in available services takes time, for
a depth ofd = 5 we have a maximum total delay of five times the advertisement delay
before all nodes know about the changes in the network. Thus for a higher maximum
depthd this effect is bigger, because there is a longer path of nodes between client and
service that needs to know about changes in the topology. More mobility makes it more
difficult to find services a larger number of hops away. There is a slight increase above
15 m/s, caused by the limited size of the area. A node forgets about neighbors after a
fixed interval determined by the cleanup period. When there is more mobility nodes
learn faster about more new neighbors, in effect, increasing the amount of information
in the Bloom filters. More often a query is sent based on outdated information, but
nodes along the path towards the service might already have new information, resulting
in a successful query.

We can distinguish two main reasons for queries being unsuccessful; due to the
properties of the protocol or due to the radio range combined with the location of the
nodes during the simulation runs. To determine the efficiency of our protocol, we need
to look at the maximum number of successful queries possible only. For a maximum
depth of one, a range @fmeters, and an area aKa meters the maximum percent-
age of successful queries,, ... can be approximated by dividing the area in range of
node1 with the total surface area;,,,. = 7r?/a?. To get such a maximum percentage
of successful queries for all deptsve calculated the number of nodes witlsithops
from the random waypoint patterns used in the simulation runs. Figure 11 shows the
percentage of successful queries normalized to the maximum possible due to network
limitations. Generally the percentage is lower when the maximum number of hops in-
creases. For low speeds the percentage of successful queries achieved by the protocol
is around 99%. As speed increases towards 20 m/s the number of successful queries
decreases to 91% in cade 5.
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6 Conclusions and Further Work

In this paper we have studied the lookup capabilities of a new service discovery protocol
using Bloom filters in several scenarios. We thereby focused on the impact of node
mobility on the performance of the protocol.

Attenuated Bloom filters can be used for local service discovery in ad-hoc networks
where nodes may be mobile. To keep the information about available services in the
vicinity up-to-date, advertisement messages need to be transmitted to neighbors. A de-
lay between the time new information is received and an advertisement is sent helps to
keep the bandwidth usage low. However, with a high delay the probability of finding
services is lower, especially when there is more mobility in the ad-hoc network. The
load of advertisement messages in a situation where nodes are moving randomly in-
creases when there is more mobility, but is still quite low. For situations with higher
mobility, the number of advertisement messages stabilizes to a maximum. For low mo-
bility situations our protocol can find services close to 100% of the maximum possible
as determined by the location and the transmission range of the nodes. With increased
mobility still in a large number of cases (91% in experiment 4) services can be success-
fully found.

The Ahoy service discovery protocol has been implemented in a prototype [17]. In
this MSc thesis, the feasibility of using Bloom filters for service discovery in ad-hoc
networks is shown, and some alternative choices where investigated.

Further work includes adding more optimizations to the protocol to support node
mobility even better. For instance, the number of advertisement messages can be further
reduced by limiting the maximum number of hops a query can be propagated depending
on the distance to the nearest service as found from the information in the attenuated
Bloom filter.
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